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Elliptic curves

|
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Elliptic curve

f E :y? +Sa1:z: -+ agzy 2333 + agx? + asx + ag, h, f € IFy[z]. T
h@) /()

Group: E(IFy) = {(z,y) € F] : y* + h(z)y = f(z) } U { Px }

Often ¢ = 2" or ¢ = p, prime. Isomorphic transformations
lead to

y* = f(x) g odd,

curve non-supersingule
curve supersingular

y2+:1:y = 23+ ayr’ + ag

q=2",
y2+y = :1:3+a4x+a6

mthis talk we consider only fields of odd characteristic and IR.J
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Group Law (g odd)
|7 E:y2:x3—|—a4aj—|—a6, a; € I, T

Line y = Az + p has slope

__ Yr—YrP
A\ = pra———

Equating gives

5 (A + p)? = 2% + aqz + ag.

This equation has 3 solutions, the x-coordinates of P, R
and S, thus

(x —zp)(x —zp)(x —xg) = a° — Na®+ (ag — 22wz + ag — p°

L rg = )\z—a:p—:z:R J
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Group Law (g odd)

|7 E:y2::€3—|—a4aj—|—a6, a; € I, T
/ Point P is on line, thus
PP R _
! yp = A\xp + U, l.e.
R _ Iu — yP T )\va
| and

ys = Arg—+p
S = Arg+yp — A\rp
__ \ = Mzs —zp) +yp
Point P & R has the same z-coordinate as S but negative
y-coordinate:

2
TPpHR — AN —xp — xR, YPOR — A(fEP — fL‘P@R) —yp

| |
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Group Law (g odd)

|7 E:y2:x3—|—a4aj—|—a6, a; € I, T

/ In general, for (xp,yp) # (vr, —YR):
P®R
p 1[-2P Z’_ (ZCP, ?JP) D (xRa yR) —
3/7 | = (TPaR, YPaR) =
\ — ()\Q_SCP_Q:Ra)‘(IP_IP@R)_yP)7
2P
x where
S\ \— ) Wr—yp)/(xr—2p) Wap# g,
(3% + a4)/(2yp) else.

= Addition and Doubling need
11,2M, 1S and 11, 2M, 2S, respectively
L ADD and DBL differ by 1S!

|
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Welerstral3 equation

| N

E:y*+ (aix+a3)y 25133 + agz? +agr +ag, h, f € IFy|x].

\ 7
~”~

h(z) f(z)

# Negative of P = (xp,yp) IS given by
—P = (zp,—yp — h(zp)).

® (zp,yp) ® (zr,yr) = (z3,y3) =
= (M +aA—az —xp —xg, A(zp — x3) — yp — @123 — ag),

where
y — (yr —yp)/(xr —xp) fap#ag,
T 3x5+2a2xp+as—a1yp else
2yp+aprp+as '

| |
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Projective Coordinates

-

PZ(Xl:Y1:Zl),Q:(XQ:YQ:ZQ),P@Q:(X?,:Y:;:Z:;)
ONE:Y?Z = X3+ ayXZ° + agZ°; (x,y) ~ (X/Z,Y/Z)

-

Addition: P # £Q Doubling P=Q # —P
A=YoZ1 — Y179, B =XoZ1 — X175, A=a4Z? +3X? B=Y171,
C = A*Z1Zy — B3 — 2B*X 75 C=XY1B,D = A?> —8C
X3 = BC,Zs = B37,75 X3 =2BD. 73 = 8B°.

Y3 = A(B*X,Zy — C) — B%Y1 2, Y3 = A(4C — D) — 8Y{ B?

# No inversion is needed — good for most
Implementations

#® General ADD: 12M+2S
# DBL: 7M+5S
L.o Fast ... but very different performance of ADD and DBL J
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Jacobian Coordinates

P (X1 V2, Q= (Xy:Ye: 7)), POQ = (X3:Ys:Z5) |
onY? = X3+ ay X Z% 4+ ag 2% (x,y) ~ (X/Z%,Y ) Z?)
Addition: P # £(Q Doubling P =Q # —P
A=X173,B=Xo7%C=Y1Zy, A=Y? B=217?
D=Y37}, E=B—-AF=D-C C=4X1A, D =3X?+ a4B*
X3 =2(—E3 —24F? + F?) X3 =—2C + D?
Z3=FE(Z1 + Z5)* — 7% — 72 Z3=MY1+21)>-A—-B
Y3 = 2(—CE® + F(AE? — X3)), Y3 = —84% + D(C — X3).
® General ADD: 11M+5S
# mixed ADD (7 + A= 7). 8M+3S
o DBL: 3M+7S (one M by ay); for ay = —3: 3M+5S
L.o Even faster ... even more different performance J
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Different coordinate systems, = * + az + o

N | "

system points correspondence
affine (A) (z,y)

projective (P) (X,Y,72) (X/Z2,)Y/Z)
Jacobian (7) (X,Y,2) (X/Z2%,Y)Z3)
Chudnovsky Jacobian (7¢) (X,Y, 72,722,723 (X/Z?,Y)Z3)
modified Jacobian (7™) (X,Y, Z,aZ%) (X/22,Y/Z%)
system addition doubling
affine (A) 2M 1S 1l 2M 2SS 1l
projective (P) 12M 2SS - /M 5S -
Jacobian (/) 11M 5S - 3M 7S -
Chudnovsky Jacobian (7¢) 10M 4S - AM 7S -
" modified Jacobian (™) 12M 7S - AM 4S -
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Arithmetic
INn the time of

Side-channel attacks
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Side Channels

fAttacker can measure T
# Time to perform operations,
Power consumption during operations,

o
# Electro-magnetic radiation during computation,
# Noise produced during computation.

o

Obviously, integer addition is cheaper than multiplication
= needs more clock cycles, different characteristics of
power trace.

Attacker might be able to reconstruct sequence of
operations (power & EM) or at least learn how many of
Leach kind were performed (timing). J
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Consequences

-

If sequence of operations depends on the secret key

and this is directly translated to the observed data, one can
| kew bit = 1

reconstruct the key

= Simple Side-Channel
Analysis (SSCA)

(often SPA= Simple
Power Analysis).

(e.g. in binary square-
and-multiply one has

SMSSM~
(1101)9 = 13).

|

kevhbit =0

kevyhit=1

-

] FER Y T I B T ER T T™F F 1 T T ™rrr
L
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v
1 1
Multiply — poar Square Ml
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Double-and-always-Add

fThis IS the obvious countermeasure.. .. T
IN. Pe E(F,),neZn=>5"_,n?2
QUT: Qp =nP

1. Qo=P,Q1=|2|P
.fori=]l—1down to0Odo

Qo = |2]Qo
Q1—n, = Q1—pn, & P dummy operation if n; = 1

out put Qg

g AW N

... but it is very inefficient.

Caution: If an active adversary is allowed, the dummy
operations might be detected (fault attacks)

| |
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Montgomery Ladder (Arbitrary Group)
e N -

ldea: Make used addition per round.
Consider the intermediate results (: iIs decreasing).

Q¢=Z§ ,L[n329 P, put R; = Q; ® P, then

Qi = 2]Qi11®[ni|P = Qir1PRi+-1®n; POP = 2| R;11®n; PO[2]| P.

This implies
(Q R') _ ([Q]QHL Qit+1 D R@’+1) ifn, =0
v (Qi—l—l D Ri_|_1, [2]R1_|_1) iIf n; = 1

(@3, R3) = (P,[2]P)
(@2, R2) = (3P, [4]P)
13 =002~ 5 k)Y = (6]P.[7P)
\_ (QO,RO) — (-13]P, [14][)) J
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Montgomery Form

fGeneralized to arbitrary multiples T
n|P = (Xn:Yy: Zy), mP = (Xn: Yy : Zy) with known

difference [m — n]P on
Ey By =23+ Az’ +
Addition: n £ m

Xm—l—n — Zm—n((Xm — Zm)(Xn + Zn) + (Xm + Zm)(Xn — Zn))za
Zm—l—n — Xm—n((Xm — Zm)(Xn + Zn) — (Xm + Zm)(Xn — Zn))2

Doubling: n = m
X2n — (Xn + Zn)Q(Xn — Zn)27
Zon = 4X0Zn((Xn — Zn)? + (A +2)/4) (4X,Z0)).

An addition takes 4M and 2S whereas a doubling needs
~ only 3M and 2S. Order is divisible by 4. ]
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Montgomery Arithmetic for EC

Needs only = coordinate (not y)

-

= lower storage requirement compared to full

Montgomery ladder.

Projective version (no inversion) extremely efficient for
curves in Montgomery form = Montgomery curves
(curves were proposed for ECM factoring due to fast

group operation).

Starting with affine base point and using Montgomery
ladder, so that 7,,,_,, = 71 = 1, leads to ADD for 3M+2S.

Choose A so that (A + 2)/4 Is small, then DBL for only

2M+2S.

Shielded against SPA (Brier/Joye for arbitrary curves),
slower than for general curves but faster than full
doubling and addition and less storage needed. J

Tanja Lange
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Side-channel atomicity

-

Chevallier-Mames, Ciet, Joye 2004
Idea: build group operation from identical blocks.

Each block consists of:
1 multiplication, 1 addition, 1 negation, 1 addition;

fill with cheap dummy additions and negations
ADD (A + J) needs 11 blocks
DBL (2.7) needs 10 blocks

Requires that M and S are indistinguishable from their
traces.

No protection against fault attacks. J
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Side-channel atomicity

Chevallier-Mames, Ciet, Joye 2004

-

Idea: build group operation from identical blocks.

Each block consists of:

1 multiplication, 1 addition, 1 negation, 1 addition;

fill with cheap dummy additions and negations
ADD (A + J) needs 11 blocks

DBL (2.7) needs 10 blocks

ADDg [ADD1gADD{1DBL; |DBLy |DBL3 |DBL4

DBL;,

Requires that M and S are indistinguishable from their

traces.
No protection against fault attacks.

Tanja Lange
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Uniform Projective coordinates

Brier, Joye 2002
ldea: unify how the slope is computed.

Improved in Brier, Dechene, and Joye 2004

(z1 + 22)% — 2120 + ag + Y1 — 2
Yr + Y2 +x1 — x2

{ a2 (r1,y1) # £(22,92)

p—

2
S (21, y1) = (w2, 12)

Multiply numerator & denominator by x; — x5 to see this.

Proposed formulae can be generalized to projective
coordinates.

Some special cases may occur, but with very low

probabillity, e. 9. x9 = y1 + y2 + x1. Alternative equation

for this case.

-

|
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Jacobi intersection and quartic

f.o Liardet and Smart CHES 2001: Jacobi intersection T
# Billet and Joye AAECC 2003: Jacobi-Model

E;:Y?=eX*—20X%22% + 7%

X3 = X119 +Y1XoZ

7y = (Z179)% — e(X1X9)?

Yz = (Z3+2e(X1X2)*) (V1Yo — 20 X1 X221 25) +
2e X1 X071 Z9( X272 + Z2X3).

® Unified formulas need 10M+3S+D+2E
® Can have ¢ or § small

# Needs point of order 2; for ¢ = 1 the group orsder is
L divisible by 4. J
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Hesslan curves

B By : X +Y’+2°=cXYZ .
Addition: P # +(Q Doubling P =Q # —P
X3 = XoYi?Zy — X1Y$7Z1 X3 =Y1(X} - Z})
Y3 = X{YaZy — XsYV1Z1 Y3 =X1(Z} = Y7)
73 = Xo¥oZ3 — X173 Zs = Z1(Y} — X3)
#® Curves were first suggested for speed
# Joye and Quisquater suggested Hessian Curves for
unified group operations using
[2](X1 Y7 Zl) = (Zl c X1 Yl) D (Y1 AR Xl)

# Unified formulas need 12M.
~» Needs point of order 3. -
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Edwards coordinates
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Addition on Elliptic Curves
-

At Mathematics: Algorithms and Proofs in Leiden, January T

2007, Harold M. Edwards gave a talk on Addition on Elliptic
Curves

So Dan and | expected ...

| /P@ R
\P I ;2P

/N
N

| —(P@R)
| | \ |
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Addition on Elliptic Curves
-

At Mathematics: Algorithms and Proofs in Leiden, January T

2007, Harold M. Edwards gave a talk on Addition on Elliptic
Curves

But there it was — the elliptic curve:

5132 _|_y2 _ CL2(1 +x2y2).

| |
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Addition on Elliptic Curves
-

At Mathematics: Algorithms and Proofs in Leiden, January T

2007, Harold M. Edwards gave a talk on Addition on Elliptic
Curves

But there it was — the elliptic curve:
5132 _|_y2 _ CL2(1 +:1:2y2).

Nonsingular if and only if a® # a.
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Addition on Elliptic Curves
-

At Mathematics: Algorithms and Proofs in Leiden, January
2007, Harold M. Edwards gave a talk on Addition on Elliptic
Curves

-

But there it was — the elliptic curve:
5132 _|_y2 _ CL2(1 +x2y2).

Nonsingular if and only if a® # a.
To see that this is indeed an elliptic curve, use

z = y(1 — a*z?)/a to obtain

22 =gt — (a®* +1/a®)z* + 1.

| |
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Edwards’ Addition Formulae

f—’ P = (zp,yp), Q = (2q,yq) On z* +y* = a*(1 + 2%y?). T
r

X —+ X — Ipx
P@Q_<a PYQ +yprQ YPYQ — TPIQ )

(1+zpzQyryq)’ a(l — xprqyryq)

9P — ( Tpyp + yprp ypyp — TpTp )
a(l+ zprpypyp) a(l —xpxpypyp)

_ ( 2xpyp yp — TP )
a(1+ (xrpyp)?) a(l — (xpyp)?))

# For much more information on elliptic curves in this
shape see Edwards 2007 paper in Bull. AMS.,

L electronic April 9. J
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Results on Edwards
coordinates are ongoing joint
work with

Daniel J. Bernstein
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.
# Neutral element s (0, ¢), this is an affine point!

® —(zp,yp) = (—Tp,yp).

o PoQ= ( TpYQ + YprPrQ YrPYQ — TpILQ )
C(l —+ d:z:prypr) 7 C(l — dCUPZCQyPyQ)

| |
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.
# Neutral element s (0, ¢), this is an affine point!

® —(zp,yp) = (—Tp,yp).

o PoQ= ( TpYQ + YprPrQ YrPYQ — TpILQ )
C(l —+ d:z:prypr) 7 C(l — dCUPZCQyPyQ)

rpyp + yprp Ypyp — TpIp
o 2|P = ( : ) .
c(1+ dxprpypyp) c(l —dxprpypyp)

| |
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.

# Neutral element s (0, ¢), this is an affine point!

® —(zp,yp) = (—Tp,yp).

o PO — ( TPYQ + YPTQ | YPYQ — TPITQ ) |
c(1+drpxoyryg) c(l —dxproypyg)
B TpYyp +yprp Yypyp — TpIp
® 2|P = TR .
c(1+dxprpypyp) c(l — dvprpypyp)

# Unified group operations!

| |

Tanja Lange SCA on curves — p. 26



Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.

# Neutral element s (0, ¢), this is an affine point!
® —(zp,yp) = (—zp,yp).
. PO ( tPyQ tyPLQ _ _YPyQ — Tpig )
c(l —+ dxprypr) C(l — deZUQZ/P?JQ)

A = Zp-Zg, B=A% C=Xp-Xg; D=Yp-Yp;

E = (Xp+Yp) - (Xo+Yg)—-C—-D; F=d-C-D;
Xpag = A E-(B-F); Ypgg=A-(D—-C)-(B+F);
Zpag = c-(B—F)-(B+F).

| |
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.

# Neutral element s (0, ¢), this is an affine point!
® —(xzp,yp) = (—zp,yp).

TpPYQ +YyprQ YPYQ — TPIQ
® POE= (c(l + d:z:prypr)7 c(1 - deZCQZJP?JQ)) |
A = Zp-Zg, B=A% C=Xp-Xg; D=Yp-Yp;
E = (Xp+Yp) - (Xo+Yg)—-C—-D; F=d-C-D;
Xpag = A E-(B=F); Ypagq=A-(D—-C)-(B+F);
Zpag = c-(B—F)-(B+F).
LNeedS 10M + 1S + 1C + 1D + 7A. At least one of ¢, d small. J
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Comparison of unified formulae

f System Cost of unified addition-or-doubling T
Projective 11M+6S+1D; see Brier/Joye '02
Projective if ay = —1 | 13M+3S; see Brier/Joye '02
Jacobi intersection | 13M+2S+1D; see Liardet/Smart '01

Jacobi quartic 10M+3S+3D; see Billet/Joye '03
Hessian 12M; see Joye/Quisquater '01
Edwards (c = 1) 10M+1S+1D

# Exactly the same formulae for doubling (no
re-arrangement like in Hessian; no if-else)

# No exceptional cases if d is not a square. Formulae
correct for all affine inputs (incl. (0, ¢), —P).

# Caveat: Edwards curves have a point of order 4,

L namely (¢, 0). J
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Countermeasures against DPA

|
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Main ldea

fDifferentiaI methods need to simulate group operations on T
known input. Guess bits one by one and test for correlation
between groupings depending on internal representation.

= Introduce randomness!
o Choose different »n’ in equivalence class of n, e.g. use

n’ = n + kf, for group order ¢. This changes the scalar &
binary representation.

°

Split the scalar n = k1 + ks

# Change the representation of the scalar (Aigner
Oswald) using redundancy in signed representation —
often too little randomness.

# Randomize group representation, e. g. use isomorphic
or iIsogenous curve; alternative field representation.

L.o Randomize element representation. J
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Randomized Points

| N

» Compute [n]Q as [n](Q ® R) © [n]R.

o For efficiency [n|R should be known, e.g. precompute
short list

{(B1, [n|R1), (Ra, [n|Ra), -, (B, [n] Ry) }

use
n]Q = [n)(Q ® Ry) © [n]R
for random 1.
#® Use new results to refill list.

| |
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Randomized Coordinates

ﬁCoron’s third countermeasure) T

# Letthe affine base point be P; = (z;,y;). Start
computation with

Pj=(X;:Y;: Zj) = (rajryjor) ~ (5950 1)
for random r. Randomization can also be used at
Intermediate steps

® Same idea works for Jacobian coordinates.

Can be used also for unified addition formulae.

» Make sure to transfer back to affine (2%, y’) = [n]P; after
computation (Naccache, Smart, Stern Eurocrypt 2004)

# Note that zero values are not changed . Use only in
L combination with others to avoid Goubin attacks. J
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Edwards coordinates for speed

|
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Fastest addition formulae

| N

® Unified formulas are valid for addition
® Edwards ADD takes 10M+1S+1D, mixed 9M+1S+1D.

System Cost of addition

Jacobian 12M+2S; HECC

Jacobi intersection | 13M+2S+1D; see Liardet/Smart '01
Projective 12M+2S; HECC

Jacobi quartic 10M+35+3D; see Billet/Joye '03
Hessian 12M; see Joye/Quisquater '01
Edwards (c = 1) 10M+1S+1D

| |
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How about non-unified doubling?

-

9P — ( rpyp + yprp YpYyp — TpIrp )
c(1+ dxpxpypyp) c(1 —dzprpypyp)

_ ( 2xpyp yh — 19 )
c(1+d(zpyp)*) c(1 —d(zpyp)?)

|
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How about non-unified doubling?

| N

9P — ( Tpyp + yYyprTp YpYyp — TpIp )
c(1 4+ deprpypyp) c(1 — drprpypyp)
_ ( 2z pyp yp — T )
c(1+d(xzpyp)?) c(1 —d(zpyp)?)
_ ( 2cxpyp c(yb — %) )
(1 +d(xpyp)?) 22— (1 +d(zpyp)?))

Use curve equation 22 + y? = c2(1 + dz?y?).

| |
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How about non-unified doubling?

| N

P = ( TpYp + yprp YPYp — TpPLp )
1+ da:paspypyp) (1 — d:r;pa:pypyp)

_ ( 2xpyp yp — 55%3 )
1+ d(zpyp)?) c(1 —d(zpyp)?)
_ ( 2cxpyp (yp - xp) )
c*(1+d(zpyp)?) *(2— (1 +d(zpyp)?))
_ (2(:azpyp yp—asp) )
1% +ys 2¢2 — (2% + y3)

| |
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How about non-unified doubling?

| N

9P — ( Tpyp + yYyprTp YpYyp — TpIp )
c(1 4+ deprpypyp) c(1 — drprpypyp)
_ ( 2z pyp yp — T )
c(1+d(xzpyp)?) c(1 —d(zpyp)?)
_ ( 2cxpyp c(yb — %) )
(1 +d(xpyp)?) 22— (1 +d(zpyp)?))

_ ( 2cx pyp c(y]% — :U%D) )
x% + y%’ 2c¢2 — (x% + y%g)

Can always choose ¢ = 1!

| |

Tanja Lange SCA on curves —p. 34



Doubling in Edwards coordinates

-

PZ(Xl:Y1:Zl),Q:(XQ:YQ:ZQ),P@Q:(X?,:Y:;:Z:;)
on Ep : (X2 +Y?)Z? = 2(Z* +dX*Y?); (xv,y) ~ (X/Z2,Y/Z)

-

A = X1+Y1; B=A* C=X{: D=Y? E=C+ D;
F = B—-FE.G=c¢-Z;: H=G*> I=H+H; J=FE—1I.
Xg = C-F-J; Y3:C-E-(C—D); ZgZE-J.

® 3M +4S + 3C + 6A.
# For ¢ =1 this gives the fastest known doubling formulas!

| |

Tanja Lange SCA on curves — p. 35



Fastest doubling formulae

| N

System Cost of doubling

Projective 6M+55+1D; HECC

Hessian 6M+6S; see Joye/Quisquater '01
Jacobi quartic 1M+9S+3D; see Billet/Joye '03
Jacobian 2M+7S+1D; HECC

Jacobian if a4, = —3 | 3M+5S: see DJB '01

Jacobi intersection | 4M+3S+1D: see Liardet/Smart '01
Edwards (c = 1) 3M+4S

® Edwards faster than Jacobian in DBL & ADD.

# Edwards coordinates allow to use windowing methods

# Montgomery takes 5M+4S+1D per bit.

| |
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Multi-scalar multiplication

Tanja Lange SCA on curves
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ldea of joint doublings

f ® To compute [n1|P & [no| P2 & - - - & [nm] Py cOmpute the T
doublings together, i.e. write scalars n; In binary:

n1 o= ny1270 40277 405270 L 4nia2 +m

ne = ngy 1271 4noy 0277 4ngy 327 L0 4mgi2  +ng
_ 2l—1 2[—2 2l—3 9

Nm = Nmi-1 +nm,l—2 _I'nm,l—S coo TN N

| |
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ldea of joint doublings

f ® To compute [n1|P & [no| P2 & - - - & [nm] Py cOmpute the T
doublings together, i.e. write scalars n; In binary:

n1 o= ny1270 40277 405270 L 4nia2 +m

ne = ngy 1271 4noy 0277 4ngy 327 L0 4mgi2  +ng
_ 2l—1 2[—2 2l—3 9

Nm = Nmi-1 +nm,l—2 _I'nm,l—S coo TN N

# Compute as
2|/([n11-1]P1 @ [ng1—1]Po @ N3 1] - @ N 1—1]Pm)

\ . J/

first column

| |
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ni

12

ldea of joint doublings

To compute [n1]P & [na] P & - - - & [nm] Py compute the T
doublings together, i.e. write scalars n; In binary:

= np270 4ng02 4y 327 L0 a2 4
= ng 1271 4ngy 027 4o 32073 L0 4ngi2 4
— nm,l—12l_1 +nm,l—22l_2 +nm,l—32l_3 s ‘I'nm,12 N
Compute as

2] ([2]([n14-1]P1 ® [n2—1]P> ® [ng1—1]P3 @ -+ @ [N 1—1) P )
(In11—2)P1 @ [ng 2] P2 @ [ng 2] Ps @ -+ @ [ny1—2| Pm) @
... etc.

Needs many more additions than doublings, even with
precomputations. J
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Applications

ECDSA verification uses 2 scalar multiplications ... just T
to add the results.

If base point P is fixed, precompute R = [2//2]P and
Include in the curve parameters. Split scalar

n = n;2/2 4+ ny and compute
[nl]R D [no]P.

GLV curves split scalar in two halves to get faster scalar
multiplication.

Verification in accelerated ECDSA can be extended to
use 4 or even 6 scalars. Splitting of the scalar is done
by LLL techniques.

Further applications in batch verification of signatures —
many scalars — by taking random linear combinations. J
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Comparison — 1 DBL & 0.5 mixed ADD

-

B

System Cost of 1 DBL & 0.5 mixed ADD
Projective 10.5M+6S+1D

Jacobi quartic 5M+10.5S5+4.5D

Hessian 11M+3S

Jacobian 6M+8.5S+1D

Jacobi intersection | 9.5M+45+0.5D

Jacobian if ay = —3 | 7TM+6.5S

Edwards

7.5M+4.55+0.5D

|
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1 DBL & 0.75 ADD & 0.75 mixed ADD

-

System

1DBL & 0.75 ADD & 0.75 mixed ADD

Projective

Jacobi intersection
Jacobian

Jacobian if a4y = —3
Jacobi quartic
Hessian

Chudnovsky if a4 = —3
Edwards

21.75M+8S+1D
22M+6S+1.5D
16.25M+13S+1D
17.25M+11S
14.5M+13.55+7.5D
22.5M+3S
16.5M+10.25S
17.25M+5.55+1.5D

Chudnovsky refers to the case that the second input to the
addition is of the form (X5 : Yy : Zy : Z2 : 7).

|

Note that Z; = 1 Is possible here.

|
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The end

http://ww. hyperelliptic.org/tanja/newelliptic/

| |
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