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Public-key signatures
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I Prerequisite: Alice has a private key and public key .
I Prerequisite: Everyone knows as belonging to Alice.
I Alice signs messages using . Other people verify using .

I Security goals: Integrity and authenticity.
I Nobody can produce signatures valid under without .
I Modifications to signed message get caught.
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Post-quantum public-key signatures: hash-based

// // //44

//

== 66

I Only one prerequisite: a good hash function, e.g. SHA3-512, . . .
Hash functions map long strings to fixed-length strings.
H : {0, 1}∗ → {0, 1}n.

Signature schemes use hash functions in handling .

I Quantum computers affect the hardness only marginally (Grover, not Shor).

I Old idea: 1979 Lamport one-time signatures;
1979 Merkle extends to more signatures.
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One-time signatures (Lamport and Winternitz)
Idea: Use one-wayness of cryptographic hash function to authenticate.
Private key: bit string s, public key: H(s).

Can only use once as s known after first use.

Extend to signing bit by having two values:
Private key: 2 bit strings (s0, s1), public key: (H(s0),H(s1)).
To sign 0 reveal s0, to sign 1 reveal s1.

Lamport signs m via H(m) = (h0, h1, . . . , h255).
Private key: 256 × 2 bit strings s = (s0,0, s0,1, s1,0, s1,1, . . . , s255,0, s255,1),
public key: p = (H(s0,0),H(s0,1),H(s1,0),H(s1,1), . . . ,H(s255,0),H(s255,1)).
To sign m reveal s0,h0 , s1,h1 , . . . , s255,h255 .
Tradeoff: define public key as H(p), also reveal rest of p to sign,

for short public key at expense of longer signature.

Winternitz achieves short public keys and signatures costing more calls to H .

Tanja Lange Hash-based Signature, the Round-3 Candidate: SPHINCS+ 9



One-time signatures (Lamport and Winternitz)
Idea: Use one-wayness of cryptographic hash function to authenticate.
Private key: bit string s, public key: H(s).
Can only use once as s known after first use.

Extend to signing bit by having two values:
Private key: 2 bit strings (s0, s1), public key: (H(s0),H(s1)).
To sign 0 reveal s0, to sign 1 reveal s1.

Lamport signs m via H(m) = (h0, h1, . . . , h255).
Private key: 256 × 2 bit strings s = (s0,0, s0,1, s1,0, s1,1, . . . , s255,0, s255,1),
public key: p = (H(s0,0),H(s0,1),H(s1,0),H(s1,1), . . . ,H(s255,0),H(s255,1)).
To sign m reveal s0,h0 , s1,h1 , . . . , s255,h255 .
Tradeoff: define public key as H(p), also reveal rest of p to sign,

for short public key at expense of longer signature.

Winternitz achieves short public keys and signatures costing more calls to H .

Tanja Lange Hash-based Signature, the Round-3 Candidate: SPHINCS+ 9



One-time signatures (Lamport and Winternitz)
Idea: Use one-wayness of cryptographic hash function to authenticate.
Private key: bit string s, public key: H(s).
Can only use once as s known after first use.

Extend to signing bit by having two values:
Private key: 2 bit strings (s0, s1), public key: (H(s0),H(s1)).

To sign 0 reveal s0, to sign 1 reveal s1.

Lamport signs m via H(m) = (h0, h1, . . . , h255).
Private key: 256 × 2 bit strings s = (s0,0, s0,1, s1,0, s1,1, . . . , s255,0, s255,1),
public key: p = (H(s0,0),H(s0,1),H(s1,0),H(s1,1), . . . ,H(s255,0),H(s255,1)).
To sign m reveal s0,h0 , s1,h1 , . . . , s255,h255 .
Tradeoff: define public key as H(p), also reveal rest of p to sign,

for short public key at expense of longer signature.

Winternitz achieves short public keys and signatures costing more calls to H .

Tanja Lange Hash-based Signature, the Round-3 Candidate: SPHINCS+ 9



One-time signatures (Lamport and Winternitz)
Idea: Use one-wayness of cryptographic hash function to authenticate.
Private key: bit string s, public key: H(s).
Can only use once as s known after first use.

Extend to signing bit by having two values:
Private key: 2 bit strings (s0, s1), public key: (H(s0),H(s1)).
To sign 0 reveal s0, to sign 1 reveal s1.

Lamport signs m via H(m) = (h0, h1, . . . , h255).
Private key: 256 × 2 bit strings s = (s0,0, s0,1, s1,0, s1,1, . . . , s255,0, s255,1),
public key: p = (H(s0,0),H(s0,1),H(s1,0),H(s1,1), . . . ,H(s255,0),H(s255,1)).
To sign m reveal s0,h0 , s1,h1 , . . . , s255,h255 .
Tradeoff: define public key as H(p), also reveal rest of p to sign,

for short public key at expense of longer signature.

Winternitz achieves short public keys and signatures costing more calls to H .

Tanja Lange Hash-based Signature, the Round-3 Candidate: SPHINCS+ 9



One-time signatures (Lamport and Winternitz)
Idea: Use one-wayness of cryptographic hash function to authenticate.
Private key: bit string s, public key: H(s).
Can only use once as s known after first use.

Extend to signing bit by having two values:
Private key: 2 bit strings (s0, s1), public key: (H(s0),H(s1)).
To sign 0 reveal s0, to sign 1 reveal s1.

Lamport signs m via H(m) = (h0, h1, . . . , h255).
Private key: 256 × 2 bit strings s = (s0,0, s0,1, s1,0, s1,1, . . . , s255,0, s255,1),
public key: p = (H(s0,0),H(s0,1),H(s1,0),H(s1,1), . . . ,H(s255,0),H(s255,1)).
To sign m reveal s0,h0 , s1,h1 , . . . , s255,h255 .

Tradeoff: define public key as H(p), also reveal rest of p to sign,
for short public key at expense of longer signature.

Winternitz achieves short public keys and signatures costing more calls to H .

Tanja Lange Hash-based Signature, the Round-3 Candidate: SPHINCS+ 9



One-time signatures (Lamport and Winternitz)
Idea: Use one-wayness of cryptographic hash function to authenticate.
Private key: bit string s, public key: H(s).
Can only use once as s known after first use.

Extend to signing bit by having two values:
Private key: 2 bit strings (s0, s1), public key: (H(s0),H(s1)).
To sign 0 reveal s0, to sign 1 reveal s1.

Lamport signs m via H(m) = (h0, h1, . . . , h255).
Private key: 256 × 2 bit strings s = (s0,0, s0,1, s1,0, s1,1, . . . , s255,0, s255,1),
public key: p = (H(s0,0),H(s0,1),H(s1,0),H(s1,1), . . . ,H(s255,0),H(s255,1)).
To sign m reveal s0,h0 , s1,h1 , . . . , s255,h255 .
Tradeoff: define public key as H(p), also reveal rest of p to sign,

for short public key at expense of longer signature.

Winternitz achieves short public keys and signatures costing more calls to H .

Tanja Lange Hash-based Signature, the Round-3 Candidate: SPHINCS+ 9



One-time signatures (Lamport and Winternitz)
Idea: Use one-wayness of cryptographic hash function to authenticate.
Private key: bit string s, public key: H(s).
Can only use once as s known after first use.

Extend to signing bit by having two values:
Private key: 2 bit strings (s0, s1), public key: (H(s0),H(s1)).
To sign 0 reveal s0, to sign 1 reveal s1.

Lamport signs m via H(m) = (h0, h1, . . . , h255).
Private key: 256 × 2 bit strings s = (s0,0, s0,1, s1,0, s1,1, . . . , s255,0, s255,1),
public key: p = (H(s0,0),H(s0,1),H(s1,0),H(s1,1), . . . ,H(s255,0),H(s255,1)).
To sign m reveal s0,h0 , s1,h1 , . . . , s255,h255 .
Tradeoff: define public key as H(p), also reveal rest of p to sign,

for short public key at expense of longer signature.

Winternitz achieves short public keys and signatures costing more calls to H .

Tanja Lange Hash-based Signature, the Round-3 Candidate: SPHINCS+ 9



On the fast track: stateful hash-based signatures
I CFRG has published 2 RFCs: RFC 8391 and RFC 8554

I NIST has standardized the same two schemes.

I ISO SC27 JTC1 WG2 is working on standard for stateful hash-based
signatures.
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Merkle’s (e.g.) 8-time signature system

Hash 8 one-time public keys into a single Merkle public key P15.

P15 = H(P13,P14)
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Si → Pi can be Lamport or Winternitz one-time signature system.
Each such pair (Si ,Pi) may be used only once.
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Signature in 8-time Merkle hash tree
Signature of first message: (sign(m, S1),P1,P2,P10,P14).

P15 = H(P13,P14)

P13 = H(P9,P10)

44

P14 = H(P11,P12)

jj

P9 = H(P1,P2)

::

P10 = H(P3,P4)

dd

P11 = H(P5,P6)

::

P12 = H(P7,P8)

dd

P1

CC

P2

[[

P3

CC

P4

[[

P5

CC

P6

[[

P7

CC

P8

[[

S1

OO

S2

OO

S3

OO

S4

OO

S5

OO

S6

OO

S7

OO

S8

OO

Verify signature sign(m, S1) with public key P1 (provided in signature).
Link P1 against public key P15 by computing P ′9 = H(P1,P2), P ′13 = H(P ′9,P10),
and comparing H(P ′13,P14) with P15. Reject if H(P ′13,P14) 6= P15.
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Huge trees (1987 Goldreich), keys on demand (Levin)
Signer chooses random r ∈ {2255, 2255 + 1, . . . , 2256 − 1}, uses one-time public
key Tr to sign m; uses one-time public key Ti to sign (T2i ,T2i+1) on path to T1.
Generates ith secret key deterministically as Hk(i) where k is master secret.
Important for efficiency T1

s{ #+
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w� �!
T3
}� �'

. .
.

x�

. . . . .
. . . .

 (
T2254

y� �'

...
��
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u} !)

T2255 T2255+1 · · · Tr
��

· · · T2256−2 T2256−1

m

Ti for small i gets used repeatedly (each time an m falls in that sub-tree)
but Hk(i) being deterministic means it signs the same value, so no break.
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NIST submission SPHINCS+
I Post-quantum signature based on hash functions.
I Requires only a secure hash function, no further assumptions.
I Based on ideas of Lamport (1979) and Merkle (1979).
I Developed starting from SPHINCS with

I improve multi-signature,
I smaller keys,
I Option for shorter signatures (30kB instead of 41kB) if “only” 250 messages

signed.

I Three versions (using different hash functions)
I SPHINCS+-SHA3 (with SHAKE256),
I SPHINCS+-SHA2 (with SHA-256),
I SPHINCS+-Haraka (with Haraka, a hash function for short inputs).

More info at https://sphincs.org/.

See also my course page for more detailed videos and slides.
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