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History of post-quantum cryptography

» 2003 Daniel J. Bernstein introduces term Post-quantum cryptography.

» PQCrypto 2006: International Workshop on Post-Quantum Cryptography.
Held at KU Leuven, Belgium, organized by EU project ECRYPT.

» PQCrypto 2008 (US), PQCrypto 2010 (DE), PQCrypto 2011 (TW),
PQCrypto 2013 (FR).

» 2014 EU publishes H2020 call including post-quantum crypto as topic.

PQCRYPTO EU project is funded. ‘
» September 2015: Initial recommendations by PQCRYPTO. [ocryrro

1CT-645622

» 2015 ETSI working group “Quantum-Safe Cryptography (QSC)"
» 2016: NIST announces competition for post-quantum systems.

» November 2017: Submissions for NIST competition due. PQCRYPTO
submits 22 designs (out of a total of 69).
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https://pqcrypto.org/
htps://pqcrypto.eu.org

Also in the EU: Quantum Technologies Flagship

From press release at launch, in 2018:

The Flagship will initially fund 20 projects with a total of 132 million
via the Horizon 2020 programme, and from 2021 onwards it is expected
to fund a further 130 projects. Its total budget is expected to reach 1
billion, providing funding for the entire quantum value chain in Europe,
from basic research to industrialisation, and bringing together
researchers and the quantum technologies industry.
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http://europa.eu/rapid/press-release_IP-18-6205_en.htm

Also in the EU: Quantum Technologies Flagship

From press release at launch, in 2018:
The Flagship will initially fund 20 projects with a total of 132 million
via the Horizon 2020 programme, and from 2021 onwards it is expected
to fund a further 130 projects. Its total budget is expected to reach 1
billion, providing funding for the entire quantum value chain in Europe,
from basic research to industrialisation, and bringing together
researchers and the quantum technologies industry.

... but post-quantum cryptography is not welcome.
Funding is restricted to using quantum technology
(as opposed to being necessary due to advances in quantum technology).

One frequently brought up argument to fund the flagship is that China is funding
quantum.
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Also in the EU: Quantum Technologies Flagship

From press release at launch, in 2018:
The Flagship will initially fund 20 projects with a total of 132 million
via the Horizon 2020 programme, and from 2021 onwards it is expected
to fund a further 130 projects. Its total budget is expected to reach 1
billion, providing funding for the entire quantum value chain in Europe,
from basic research to industrialisation, and bringing together
researchers and the quantum technologies industry.

... but post-quantum cryptography is not welcome.
Funding is restricted to using quantum technology
(as opposed to being necessary due to advances in quantum technology).

One frequently brought up argument to fund the flagship is that China is funding
quantum. ...hope they don't imitate everything that China does ...
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http://europa.eu/rapid/press-release_IP-18-6205_en.htm
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Why QKD is not the solution

to any security problem | am aware of
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Why QKD is not the solution

to any security problem | am aware of

This list applies to physical security in general
(locked briefcases, quantum key distribution, etc.)

» Horrendously expensive.
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Why QKD is not the solution

to any security problem | am aware of

-

This list applies to physical security in general =) @ -
(locked briefcases, quantum key distribution, etc.) =
. -
» Horrendously expensive.
» “Provably secure”—under highly questionable assumptions.
» Broken again and again. Much worse track record than normal crypto.

» Easy to screw up. Easy to backdoor. Hard to audit.
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» Current QKD (using trusted repeaters) has backdoors built in:
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Why QKD is not the solution

to any security problem | am aware of

-

This list applies to physical security in general =) @ -
(locked briefcases, quantum key distribution, etc.) =
. -
» Horrendously expensive.
» “Provably secure”—under highly questionable assumptions.
» Broken again and again. Much worse track record than normal crypto.
» Easy to screw up. Easy to backdoor. Hard to audit.

» Current QKD (using trusted repeaters) has backdoors built in:
Every node decrypts and re-encrypts. Great system for China ...

» Very limited functionality: e.g., no public-key signatures.
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Somewhat better: Quantum Delta NL

Action line 1: Realization of research
\ are / and innovation breakthroughs in six fields:

National Quantum
Network

Quantum computing
Quantum sensing
Quantum simulation

CAT1 CAT3

Quantum Computing Quantum Sensing Quantum algor[thms
and Simulation Applications
Quantum communication
Post-quantum cryptography
Research and a .
innovation Action line 2: Ecosystem development,
market creation and infrastructure
Action line 3: Human capital: education,
Human Capital knowledge and skills
Action line 4. Promotion of social dialogue

regarding quantum technology

Ecosystem, Market Creation
and Infrastructure

Detailed information: https://quantumdelta.nl/informationsession/
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https://quantumdelta.nl/
https://quantumdelta.nl/informationsession/

EU efforts involving post-quantum cryptography
H2020 projects:
PQCRYPTO (2015-2018)
SAFEcrypto (2015-2019)
FutureTPM (2018-2021)
» PROMETHEUS
Upcoming call: Transition towards Quantum-Resistant Cryptography (Nov 2022).

v

v

v

National initiatives:
» Quantum-safe cryptography (NCSC-UK Whitepaper)
Factsheet Post-quantum cryptography (by NCSC-NL)

TechDispatch #2/2020: Quantum Computing and Cryptography (by
European Data Protection Supervisor)

v

v

v

Status of quantum computer development (by German BSI)
ANSSI views on the Post-Quantum Cryptography transition (French agency)
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https://pqcrypto.eu.org
https://www.safecrypto.eu/
https://futuretpm.eu/
https://www.h2020prometheus.eu/
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2022-cs-01-03;callCode=HORIZON-CL3-2022-CS-01;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1;statusCodes=31094501,31094502,31094503;programmePeriod=null;programCcm2Id=null;programDivisionCode=null;focusAreaCode=null;destination=null;mission=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=callTopicSearchTableState
https://www.ncsc.gov.uk/whitepaper/quantum-safe-cryptography
https://english.ncsc.nl/publications/factsheets/2019/juni/01/factsheet-post-quantum-cryptography
https://edps.europa.eu/data-protection/our-work/publications/techdispatch/techdispatch-22020-quantum-computing-and_en
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Studien/Quantencomputer/P283_QC_Studie-V_1_2.pdf?__blob=publicationFile&v=1
https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-cryptography-transition/

Post-Quantum Cryptography:
Current state and quantum mitigation
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ENISA report: Current state and quantum mitigation

Chapters

1. Introduction

Families of Post-Quantum Algorithms
Security Notions and Generic Transforms
NIST Round 3 Finalists

Alternate Candidates

Quantum Mitigation

6.1 Hybrid schemes
6.2 Protective measures for pre-quantum cryptography

SRR o

Report available from ENISA’s website.
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https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation

ENISA report: Current state and quantum mitigation
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SRR o

Report available from ENISA’s website.
Upcoming report: ENISA PQC Integration Study.
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