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Can we do with fewer leaves?
Reason for the large number in Goldreich/Levin: must never hit same leaf

twice. 2 5 6
By the birthday paradox we need 2

where each leaf is chosen by hash function H(m

leaves,
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Can we do with fewer leaves?
Reason for the large number in Goldreich/Levin: must never hit same leaf

twice. 2 5 6
By the birthday paradox we need 2

where each leaf is chosen by hash function H(m

leaves,

Change definition of H to have many components
H(m) = (hO’ hl) DR hk71)7

where each h; € {0,1,2,...,t — 1} for some t.
Collisions mean that all h; match.

Tanja Lange Hash-based signatures V 2



Can we do with fewer leaves?
Reason for the large number in Goldreich/Levin: must never hit same leaf

twice. 2 5 6
By the birthday paradox we need 2

where each leaf is chosen by hash function H(m

leaves,

Change definition of H to have many components
H(m) = (hO’ hl) DR hk71)7

where each h; € {0,1,2,...,t — 1} for some t.
Collisions mean that all h; match.

r-subset resilience

Let H(mj)—( le~--7hj7k—1)

H is r-subset- re5|l|ent if given H(my), H(my), ..., H(m,)

the probability of finding m’ with H(m’) = (ho, h’l, ..., h_4) and
hy € {h;il0 <i<k,1<j<r}for0<f < kis negligible.
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Change definition of H to have many components
H(m) = (hO’ hl) DR hk71)7

where each h; € {0,1,2,...,t — 1} for some t.
Collisions mean that all h; match.

r-subset resilience

Let H(mj)—( le~--7hj7k—1)-

H is r-subset- re5|l|ent if given H(m), H(my), ..., H(m,)

the probability of finding m’ with H(m') = (ho, h’l, ..., h_4) and
hy € {h;il0 <i<k,1<j<r}for0<f < kis negligible.

The same leaf public key can be used for r + 1 signatures
if H if r-subset-resilient.
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Few-times signature HORS

(Hash to Obtain Random Subset)
General parameters:
> Integer parameters k, t, £.
» Hash function H: {0,1}* — {0, 1}k'oe2t,
» One-way function f : {0,1}* — {0,1}%.
KeyGen:
» Picks t strings s; € {0,1}¢, compute v; = f(s;) for 0 < i < t.
» Public key P = (vp, vi,...,vi_1); secret key S = (sp,51,-..,5t—1)-
Sign m € {0,1}*:
» Compute H(m) = (ho, h1, ..., hk_1), where each
hi€{0,1,2,...,t—1}.
> Signature on m is 0 = (Sky, Shys Shys -« - « s Sh_y )-
Verify:
» Compute H(m) = (hg, hy, ..., hxk—1) and
(F(sny), F(sny)s F(Shy)ys -y F(Sh )
> Verify that f(sp,) = vp, for 0 <j < t.
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