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SAC — Post-quantum cryptography



Sakumoto—Shirai—Hiwatari ldentification scheme
Signer/prover picks random system F, secret s, computes F(s) = p.

Public key: (F,p). Private key: s. Assume c(¥) =0 for1 < k<m

Let G(x,y) = F(x+y) — F(x) — F(y). This is bilinear.
Let G = (g1,82,.-.,8m). For

fi(x1, %0, ...y Xp) = Z a,(,kj)x,-ijr Z b,(k)x,-+0

1<i<j<n 1<i<n

we see the linear terms cancel.
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g(xy) = > a0+ yi)0+ )

1<i<j<n
(k) (I
- Z ajj XiXj — Z ;i Yi¥j
1<i<j<n 1<i<j<n

k
= a:(,j)(xl'yj + Xjyi)
1<isj<n
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k
g(xy)= > a0 +y)(x+y)
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G G
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_ (k)
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Thus G(x+ z,y) = G(x,y) + G(z,y), G(x,y + z) = G(x,y) + G(x, z).
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Prover computes and sends t; = arg — tg,e; = aF(rg) — ep.
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Prover sends r = rp,.

For b = 0 the verifier checks H(r, ar — t1, aF(r) — e1) matches ¢.
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Verification works for valid messages:
a(p—F(rl))—G(tl, r1)—e1 = Oé(F(S)—F(I’l))—G(OLI"Q—tO7 I’1)—OéF(I’0)+€0
= a(F(s) — F(r1) — G(ro,r1) — F(ro)) + G(to,r1) + €y = G(to,r1) + €
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