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System setup
KeyGen:
1. Pick primes p,q; p # q.
2. Compute n=p-q, ¢(n)=(p—1)(g—1), and
w=@(n)~ mod n.
3. Putg=n+1and
4. Output public key (n, g), private key (n, p(n), ).

Tanja Lange Paillier's cryptosystem



System setup
KeyGen:
1. Pick primes p,q; p # q.
2. Compute n=p-q, ¢(n)=(p—1)(g—1), and
w=@(n)~ mod n.
3. Putg=n+1and
4. Output public key (n, g), private key (n, p(n), ).
Enc message 0 < m < n,gcd(m, n) = 1:
1. Pick a random 1 < r < n with gecd(r, n) = 1.
2. Compute and output ¢ = g™ - r" mod n?.
Note the computation is done modulo n?, not modulo n.
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System setup
KeyGen:
1. Pick primes p,q; p # q.
2. Compute n=p-q, ¢(n)=(p—1)(g—1), and
w=@(n)~ mod n.
3. Putg=n+1and
4. Output public key (n, g), private key (n, p(n), ).
Enc message 0 < m < n,gcd(m, n) = 1:
1. Pick a random 1 < r < n with gecd(r, n) = 1.
2. Compute and output ¢ = g™ - r" mod n?.
Note the computation is done modulo n?, not modulo n.

Dec ciphertext 0 < ¢ < n?:

1. Compute d = ¢?(" mod n?.
2. Consider d as an integer.
Note that d — 1 is a multiple of n (see below).
3. Compute e = (d —1)/n.
4. Compute and output m" = ey mod n.
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Enc is additively homomorphic

Enc message 0 < m < n,ged(m, n) = 1:

1. Pick a random 1 < r < n with gcd(r, n) = 1.
2. Compute and output ¢ = g™ - r" mod n?.

Note the computation is done modulo n?, not modulo n.

Let c; =g™ - n" mod n?, c = g™ - rn" mod n?.
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Enc is additively homomorphic

Enc message 0 < m < n,ged(m, n) = 1:

1. Pick a random 1 < r < n with gcd(r, n) = 1.
2. Compute and output ¢ = g™ - r" mod n?.

Note the computation is done modulo n?, not modulo n.
Let c; =g™ - n" mod n?, c = g™ - rn" mod n?.
Then

p— m m n n
aa-re=g"-g"-n""n
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Enc is additively homomorphic

Enc message 0 < m < n,ged(m, n) = 1:

1. Pick a random 1 < r < n with gcd(r, n) = 1.
2. Compute and output ¢ = g™ - r" mod n?.

Note the computation is done modulo n?, not modulo n.
Let c; =g™ - n" mod n?, c = g™ - rn" mod n?.
Then

— _m m n n _—_ _mi+m n 2
a-a=gMm-gm . n" - n"=g™m" . (rnr)" modn

is the encryption of m; + my under randomness r = i r>.
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Decryption recovers m from ¢ = g™ - r" mod n?

Dec ciphertext 0 < ¢ < n®:

—

. Compute d = c¢?(" mod n?.

. Consider d as an integer.

. Compute e = (d — 1)/n.

. Compute and output m’ = ey mod n.

B~ W N
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Decryption recovers m from ¢ = g™ - r" mod n?
Dec ciphertext 0 < ¢ < n®:
1. Compute d = ¢?(") mod n?.
2. Consider d as an integer.
3. Compute e = (d —1)/n.
4. Compute and output m" = ey mod n.

Note first that »(n?) = pqg(p — 1)(g — 1) = np(n)
and g € Z*/n? has order n:
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Decryption recovers m from ¢ = g™ - r" mod n?

Dec ciphertext 0 < ¢ < n®:

1. Compute d = ¢?(") mod n?.

2. Consider d as an integer.

3. Compute e = (d —1)/n.

4. Compute and output m" = ey mod n.
Note first that »(n?) = pqg(p — 1)(g — 1) = np(n)
and g € Z*/n? has order n:
g"=(n+1)"=14+n-n+---=1mod n? while
gP=(n+1)P=1+pn+ (5)n*+--- =1+ pn#1mod n?
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m

Decryption recovers m from ¢ = g™ - r" mod n?

Dec ciphertext 0 < ¢ < n®:

1. Compute d = ¢?(") mod n?.

2. Consider d as an integer.

3. Compute e = (d —1)/n.

4. Compute and output m" = ey mod n.
Note first that »(n?) = pqg(p — 1)(g — 1) = np(n)
and g € Z*/n? has order n:
g"=(n+1)"=14+n-n+---=1mod n? while
gP=(n+1)P=1+pn+ (5)n*+--- =1+ pn#1mod n?

d=cen = (g™ - r")@(") = gme(n) . pne(n) = (n+ 1)mgo(n)

L+ me(n)n+...n%*+ - =1+ mp(n)n mod n?.
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m

Decryption recovers m from ¢ = g™ - r" mod n?

Dec ciphertext 0 < ¢ < n®:

1. Compute d = ¢?(") mod n?.

2. Consider d as an integer.

3. Compute e = (d —1)/n.

4. Compute and output m" = ey mod n.

Note first that »(n?) = pqg(p — 1)(g — 1) = np(n)

and g € Z*/n? has order n:
g"=(n+1)"=14+n-n+---=1mod n? while
gP=(n+1)P=1+pn+ (5)n*+--- =1+ pn#1mod n?
d= C‘)”(”) = (gm . r”)‘:p(") = gmso(”) . r"‘P(") = (n + ]_)m@(") =

L+ me(n)n+...n%*+ - =1+ mp(n)n mod n?.

So d — 1 is indeed a multiple of n, so e = (d —1)/n is an integer
satisfying e = mp(n) mod n. Remember 1 = ¢(n)~! mod n.
—1 —

Then m' = ep = mo(n)p(n) m mod n
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