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The Edwards addition law over R

X1y2 + y1xo 1Y2 — X1X2
(x1,51) + (%2, y2) = ( 21 N >

L+ dxaxoyrys’ 1 — dxaxayrys
is a group law for the curve x? + y? = 1 + dx?y? for d < 0.

Addition result is on curve. Not shown here, yet, but easy by
computer.

Addition law is associative. Not shown here, yet, but easy by
computer.

(0,1) is neutral element.

(x1,y1) + (—x1,y1) = (0,1), so —(x1,y1) = (—x1,1).
Addition law is commutative.
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The Edwards addition law over R

X1y2 + y1xo 1Y2 — X1X2
(x1,51) + (%2, y2) = ( 27 N >

L+ dxaxoyrys’ 1 — dxaxayrys
is a group law for the curve x? + y? = 1 + dx?y? for d < 0.

Addition result is on curve. Not shown here, yet, but easy by
computer.

Addition law is associative. Not shown here, yet, but easy by
computer.

(0,1) is neutral element.

(x1,y1) + (—x1,y1) = (0,1), so —(x1,y1) = (—x1,1).
Addition law is commutative.

For crypto want curves over F,. But our proof used x?+y%2>0.
This is meaningless modulo p.
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxixpy1y2 and suppose € € {+1}. Then x1, x2, y1, y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxixpy1y2 and suppose € € {+1}. Then x1, x2, y1, y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3

= dxfy? + €
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxixpy1y2 and suppose € € {+1}. Then x1, x2, y1, y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3

= x12y12+62: 1—|—dx12y12 :x12+y12.
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxixpy1y2 and suppose € € {+1}. Then x1, x2, y1, y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3

= x12y12+62 = 1—|—dx12y12 :x12+y12.

(x1 4+ y16)> = X7 + y§ + 2ayie = dFyP (x4 + y3) + 2xayrdxixayiye
= dx¥y2(x3 + 2xy2 + y3) = dxiyE(xe + y2).
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxixpy1y2 and suppose € € {+1}. Then x1, x2, y1, y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3
= dX12y12 +l =1+ dx12y12 = xf +y12.

(x1 + y1€)? = xZ 4 y? + 2x1y1€ = dxPy2 (x5 + y3) + 2x1y1dxixoy1yn

= dxZyZ(x3 + 2%y + y3) = dxZyE(xe + y2)2.
x2+y2 #0=d = ((x1 +ex1)/xw1(e+ y2))? = d =0
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxixpy1y2 and suppose € € {+1}. Then x1, x2, y1, y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3
= dX12y12 +l =1+ dx12y12 = xf +y12.

(x1 4+ y16)> = X7 + y§ + 2ayie = dFyP (x4 + y3) + 2xayrdxixayiye
= dx¥y2(x3 + 2xy2 + y3) = dxiyE(xe + y2).

Xty #0=d = ((x1+en1)/xyile + y2))? = d =0
=y #20=d=((x1—en1)/xayile—y))2=d=0
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxyxay1y2 and suppose € € {£1}. Then x1, x2, y1,y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3
= dX12y12 +l =1+ dx12y12 = xf +y12.

(x1 4+ y16)* = X§ + y§ + 2xayie = dFyi (4 + v3) + 2xayrdxixoyrye
= dx¥y2(x3 + 2xy2 + y3) = dxiyE(xe + y2).
xo+y2 #0=d=((x1 +ey1)/x1y1(x2 + y2))? = d =0

=y #20=d=((x1—en1)/xayile—y))2=d=0
If X2+ y» =0 and xo — y» = 0 then x, = y» = 0, contradiction.
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Need new proof for denominators # 0

Also need a replacement condition for d < 0, assume p odd

Reminder: Denominators are 1 4+ dxyxay1yo.
Let (x1,y1), (x2, y2) be on curve, i.e., if x* + y? = 1 + dx?y?.
Let € = dxyxay1y2 and suppose € € {£1}. Then x1, x2, y1,y2 # 0.

Aty (3 + y3) = diyi(1+ ddy3) = dxfyi + d°xyix3y3
= dX12y12 +l =1+ dx12y12 = xf +y12.

(x1 4+ y16)* = X§ + y§ + 2xayie = dFyi (4 + v3) + 2xayrdxixoyrye
= dx¥y2(x3 + 2xy2 + y3) = dxiyE(xe + y2).
xo+y2 #0=d=((x1 +ey1)/x1y1(x2 + y2))? = d =0

=y #20=d=((x1—en1)/xayile—y))2=d=0
If X2+ y» =0 and xo — y» = 0 then x, = y» = 0, contradiction.

No exceptions if d is not a square.
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Edwards curves mod p
Choose an odd prime p. Choose a non-square d € Fp,.
Eg:x?+y? =1+ dx?y?
is a “complete Edwards curve”, i.e., there are no exceptions.

There are roughly p+ 1 pairs (x, y) over F, on the Edwards curve.
(0,1) has order 1, (0, —1) has order 2, and (£1, 0) have order 4.
All Edwards curves have order divisible by 4.

Points (£b, £b) (if they exist) have order 8.
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Edwards curves mod p
Choose an odd prime p. Choose a non-square d € Fp,.

Eg:x?+y? =1+ dx?y?

is a “complete Edwards curve”, i.e., there are no exceptions.

There are roughly p+ 1 pairs (x, y) over F, on the Edwards curve.
(0,1) has order 1, (0, —1) has order 2, and (£1, 0) have order 4.
All Edwards curves have order divisible by 4.

Points (£b, £b) (if they exist) have order 8.

If we instead choose square d ¢ {0,1}:

curve is still elliptic, and addition mostly works,
but there are failure cases.
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Edwards curves mod p
Choose an odd prime p. Choose a non-square d € Fp,.

Eg:x?+y? =1+ dx?y?

is a “complete Edwards curve”, i.e., there are no exceptions.

There are roughly p+ 1 pairs (x, y) over F, on the Edwards curve.
(0,1) has order 1, (0, —1) has order 2, and (£1, 0) have order 4.
All Edwards curves have order divisible by 4.

Points (£b, £b) (if they exist) have order 8.

If we instead choose square d ¢ {0,1}:
curve is still elliptic, and addition mostly works,
but there are failure cases.

Failures often exploitable by attackers.
Safe implementation is more complicated.
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Twisted Edwards curves

Let p be an odd prime. Let a,d € Fj,,a # d.

Esg: ax? 4+ y? =1+ dx?y?

is called a twisted Edwards curve.

The addition law

X1y2 +y1xo  Yiys — axyxo )

X1, ¥1) + (X2, ¥2) = ’
( )/) ( y) (1—|—dX1X2y1)/2 1—dX1X2)/1)/2

is complete if a is a square and d is not.
Twisted Edwards curves cover more curves than Edwards curves

(a=1).

Group order is still divisible by 4. Points of order 4 need not exist.
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Some history — going back to Euler

Observationes de Comparatione
Arcuum Curvarum
Irrectificabilium

1)y = (1-n®)/(1—x?)
matches
x2 +y? =1+ nx?y2.
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Gauss

Carl F. Gauss
(posthumously)
(2]

1 = ss+cec+sscc sive 2={l+8s)(]+cc);(ﬁ—i)(ﬁ—l)

Lemss

T _
"'—\/1+ee’ C'—V'H—su
. __ s
sin lemn (a4-b) = =225
W Far

cos lemn g +5) = 220
cos lemn (—a) = cos lemna

sin lemn (~—a) = —sin lemna,
sin lemn (k4 4)6 = -1

sin lemn ko = 0
coslemnie = +1 cos lemn (k 44 & = 0

General addition formulas for
1 =52+ c2+s2c2
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Gauss and Edwards

Carl F. Gauss

(posthumously)
(2]
| = ss+cetsscc sive 2 = (I4-s3){l4cc) = (ﬁ—i)(l

cc
s=\l|—=c c:‘/l_"

1Fee’ [E=
sin lemn (a+54) = %}
cos lemn {a-b) = 2T
sin lemn (~—a) = —sin lemna, cos lemn (—a) = cos lemna
sin lemn kw = 0 sin lemn (k446 = -1

coslemnie = +1 cos lemn (k 44 & = 0

General addition formulas for
1=2s2+4c% 4 s%¢2

_1)

Harold M. Edwards
Bulletin of the AMS,
44, 393-422, 2007

Every elliptic curve

can be written as

for a®> # a

over some extension field.
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Edwards curves are cool!
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