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Diffie-Hellman key exchange

Pick some generator P, i.e., some group element
(using additive notation here).

Alice's Bob's
secret key a secret key b
Alice's Bob's
public key public key
" >< "
{Alice, Bob}'s {Bob, Alice}'s
shared secret = shared secret
a(bP) b( aP)
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Diffie-Hellman key exchange

Pick some generator P, i.e., some group element
(using additive notation here).

Alice's Bob's
secret key a secret key b
Alice's Bob's
public key public key
" >< "
{Alice, Bob}'s {Bob, Alice}'s
shared secret = shared secret
a(bP) b( aP)

What does P look like? How to compute P + Q7

Tanja Lange Elliptic-curve cryptography |



The clock

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:
(0,1) = “12:00".
X

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:
(0,1) = “12:00".
(0,—1) = “6:00".
X

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:
(0,1) = “12:00".
(0,—1) = “6:00".
(1,0) = “3:00".

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:
(0,1) = “12:00".
(0,—1) = “6:00".
(1,0) = “3:00".
(—=1,0) = “9:00".

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:
(0,1) = “12:00"
(0,—1) = “6:00"
(1,0) = “3:00".
(—=1,0) = “9:00".
X (3A1/2) =

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:
(0,1) = “12:00"
(0,—1) = “6:00"
(1,0) = “3:00".
(—=1,0) = “9:00".
X (/3/4,1/2) = “2:00" .

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this

curve:

(0,1) = “12:00"

(0,—1) = “6:00"

(1,0) = “3:00"

(—=1,0) = “9:00"

o (V/3/4,1/2) = "2:00"

(1/2,—+/3/4) =

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this

curve:
(0,1) = “12:00"
(0,—1) = “6:00"
(1,0) = “3:00"
(—=1,0) = “9:00"

o (V/3/4,1/2) = "2:00"
(1/2,—+/3/4) = "5:00

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this

curve:
(0,1) = “12:00"
(0,—1) = “6:00"
(1,0) = “3:00".
(—=1,0) = “9:00".

X (/3/4,1/2) = “2:00"
(1/2,—+/3/4) = "5:00
(—1/2,—\/3/4) =

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:
(0,1) = “12:00"
(0,—1) = “6:00"
(1,0) = “3:00"
(—=1,0) = “9:00"
X (/3/4,1/2) = “2:00"
(1/2,—+/3/4) = "5:00".
(-1/2,—4/3/4) = “7:00".

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this

curve:
(0,1) = “12:00"
(0,—1) = “6:00"
(1,0) = “3:00".
(—=1,0) = “9:00".

X (/3/4,1/2) = “2:00" .
(1/2,—+/3/4) = "5:00
(-1/2,—+/3/4) = “7:00"
(v/1/2,4/1/2) = "1:30

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:

w

5,4/5 3/5,4/5
This is the curve x> 4+ y? = 1. / ). (=3/5,4/5).

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:

1/2,—+/3/4) = “7:00".

35 4/). (=3/5.4/5).

3/5,-4/5). (~3/5, —4/5).
4/5,3/5). (—4/5,3/5).

(
(
(1,
(-
( :00".
(1/2,— 3/4): “5:00".
(-
(
This is the curve x*> + y? = 1. (
(
Warning;: (
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:

1/2, 3/4) = “7:00".

/5,4/5). (—3/5,4/5).
/5,—4/5). (~3/5,—4/5).
4/5,3/5). (~4/5,3/5).
4/5,-3/5). (—4/5,—3/5).

This is the curve x*> + y? = 1.

Warning;:
This is not an elliptic curve.
“Elliptic curve” # “ellipse.”
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The clock

y Examples of points on this
curve:

1/2,—+/3/4) = “7:00".

15.4/5). (_3/5.4/5).
/5, —4/5). (~3/5,—4/5).
4/5.3/5). (~4/5,3/5).

Wa.\rrng: . (4/5,-3/5). (—4/5,—3/5).
This is not an elliptic curve. Many more

“Elliptic curve” # “ellipse.”

This is the curve x*> + y? = 1.
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( 00"
(1/2,— 3/4): “5:00".
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Addition on the clock

y
neutral = (0,1) Neutral element: (0,1)
at angle a = 0°.
Py = (x1,y1)
X
P3 = (x3,3)

Adding two points =
adding angles a1 and ap
(taken modulo 360°).
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Addition on the clock

y
neutral = (0.1) Neutral element: (0,1)
at angle o = 0°.
P]_ - (leyl)

Point (0, —1) has v = 180°

) P2 = (x2,y2) thus has order 2.

X
P3 — (X37y3)

Adding two points =
adding angles a1 and ap
(taken modulo 360°).
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Addition on the clock
y

neutral = (0,1) Neutral element: (0,1)
at angle a = 0°.
Py = (x1,y1)

B Point (0, —1) has v = 180°
) Py = (x2, y2) thus has order 2.
X

(1,0),(0,1) have order 4
P3=(>3,53)  with o = £90°.

Adding two points =
adding angles a1 and ap
(taken modulo 360°).
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Addition on the clock
y

neutral = (0, 1)

P1

) P2 = (x2,2)

= (%1, 1)

Adding two points =
adding angles a1 and ap
(taken modulo 360°).

Tanja Lange

P3 = (x3, y3)
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Neutral element: (0, 1)
at angle a = 0°.

Point (0, —1) has v = 180°
thus has order 2.

(1,0),(0,1) have order 4
with o = £90°.

Inverse of point with «
is point with —«
since a + (—a) = 0.



Addition on the clock
y

neutral = (0,1) Neutral element: (0,1)
at angle a = 0°.
Py = (x1,y1)

B Point (0, —1) has v = 180°
) Py = (x2, y2) thus has order 2.
X

(1,0),(0,1) have order 4
P3=(>3,53)  with o = £90°.

Inverse of point with «
Adding two points = is point with —a
adding angles a; and az since a + (—a) = 0.
(taken modulo 360°).

Points form group under addition of angles.
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Addition on the clock

y
neutral = (0, 1)
P1 = (x1,y1)
ag
Py = (x2, y2)
X
Pz = (x3,y3)

This works fine for “nice” «;
How about (3/5,4/5) + (3/5,4/5)?
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Addition on the clock

y
Curve x> + y? =1,
neutral = (0, 1) X =sinq, y = cosa.
P1 = (x1,y1)
e31
P2 = (x2, y2)
X
P3 = (x3, 3)

This works fine for “nice” «;
How about (3/5,4/5) + (3/5,4/5)?
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Addition on the clock

y
Curve x> + y? =1,
neutral = (0, 1) X =sinq, y = cosa.
P = (le)/I) Recall
) P2 = (X2 _y2) (Sin(a1+a2),cos(a1—|—a2)) =
X
P3 = (x3, 3)

This works fine for “nice” «;
How about (3/5,4/5) + (3/5,4/5)?
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Addition on the clock

y
Curve x> + y? =1,
neutral = (0, 1) X =sinaq, y = cosa.
P1 = (le)/I) Recall
P2 = (X2 _y2) (Sin(a1+a2)’ COS(O[]_—I—OQ)) =
’ sin a;g COS o+ COS (v1 Sin Qvp
( :
X
P3 = (x3,3)

This works fine for “nice” «;
How about (3/5,4/5) + (3/5,4/5)?
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Addition on the clock

y
Curve x> + y? =1,
neutral = (0, 1) X =sinaq, y = cosa.
Py = (le)/I) Recall

Py = (%0, o) (sin(a14az), cos(a1+az))
’ (sin g cos aip+ cos ag sin g,
X

COS (] COS (vp— Sin (g SiN ).

Pz = (x3,y3)

This works fine for “nice” «;
How about (3/5,4/5) + (3/5,4/5)?
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Addition on the clock

y
Curve x> + y? =1,
neutral = (0, 1) X =sinaq, y = cosa.
Py = (le)/I) Recall

Py = (%0, o) (sin(a1+az), cos(ar+az)) =
’ (sin g cos aip+ cos ag sin g,
X

COS (] COS (vp— Sin (g SiN ).

P3 = (x3,y3) Thus

(x1, y1)+(x2, y2) = (x3,¥3)

This works fine for “nice” a; = Gy +yve, y1y2 = xe).

How about (3/5,4/5) + (3/5,4/5)?
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Addition on the clock
y
Curve x> + y? =1,

neutral = (0, 1) x =sinq, y = cosa.

P = (xa,0) Recall

Py = (%0, o) (sin(a1+az), cos(ar+az)) =
’ (sin g cos aip+ cos ag sin g,
X

COS (] COS (vp— Sin (g SiN ).

'D3 - (X3,Y3) Thus
(x1,y1)+(x2, y2) = (x3,¥3)

This works fine for “nice” a; = Gy +yve, y1y2 = xe).

How about (3/5,4/5) + (3/5,4/5)?

34, (34)_(34 4344 33\ (n7
55 5’5) \5 5 5 5’5 5 5 5] \2525

We write kP=P+P+---+ P for k > 0.
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