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Merkle-Damg̊ard construction
While the definition says H : {0, 1}∗ → {0, 1}n
most constructions take data in blocks of a fixed number of bits.

Let pad(m) = M0 M1 M1 . . . Mt−1 be the message padded up to a
multiple of the block length n so that m = m0 m1 m2 . . .m`−1 turns into
M0 = m0 m1 m2 . . .mn−1,M1 = mn mn+1 mn+2 . . .m2n−1, . . .
Mt−1 = m(t−1)n m(t−1)n+1 m(t−1)n+2 . . .m`−1 p0 p1 . . . pj−1, where
t = d`/ne, p0, p1, . . . , pj−1 are padding bits and j = tn − `

pad(m) = M0 M1 M2 M3 Mt−1· · ·

Ch0 = IV C
h1

C
h2

C
h3

· · · C H(m)

C in the Merkle-Damg̊ard construction is a compression function

C : {0, 1}2n → {0, 1}n.
Each step takes the n-bit hi−1 (previous output or h0 = IV) and n
message bits and compresses these to hi = C (Mi−1, hi−1) of n bits.

Image credit: adapted from Jérémy Jean.
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Example: MD4
Ai Bi Ci Di
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Each Mj turns into 48 Mij of 32-bit. One call to C is 48 rounds.
Picture credit Jérémy Jean
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