Live session 30 Nov 2020

Tanja Lange
Eindhoven University of Technology

2WF80: Introduction to Cryptology



What does P(C) mean?

This example has
P(x)=x3+x®+x+1.

0 01
c=(101],
011
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What does P(C) mean?

This example has
P(x)=x3+x®+x+1.

0 01
C=(101|[
011
001 00
c2=[101 10
011 01
011 00
=010 10
110 01
P(C)=C3+C?+C+1=
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What does P(C) mean?

B4+ x4+ x+1.

This example has

P(x)

T - OO

OO+ OO+ ~ —

OO O+1H 0O oo dH

I I I
~N ™
O (9] L
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What does P(C) mean?

This example has
P(x)=x3+x®+x+1.

0 01
c=(101],
011
0 01 0 01 011
c2=(1 01 101)=(010],
011 0 11 1 10
011 0 01 1 10
=010 101)|=(101],
1 10 0 11 1 00
P(C)=C3+C>?+CH+1I=
110 011 0 01 1 00
1 01)]+4({01O0]}|+|101]|4+]1010
1 00 1 10 011 0 01

Each position sums up to 0, thus P(C) = 0, the all-zero n x n matrix.
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Another way to see the analogy of x mod P(x) and C

We introduced C as the state-update matrix that takes a state vector

5,‘ = (S,’, Sit1,Si42y -+, 5,'+,,,1) to
Sit1 = (Si41,Si42, Si435 - - - » Sitn—1, Si+n) Via
Siii=5i-C.
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Another way to see the analogy of x mod P(x) and C

We introduced C as the state-update matrix that takes a state vector

S, = (S,’, Sit1s Sit2y .- S,‘+,,_1) to
Sit1 = (Si41,Si42, 51435 -+ -, Sitn_1,Si+n) Via
Siy1=5i-C.

In the generating functions view we have

S(x) =sp+six+sx®+-+
: X ) T .
six' + SS+1X’+ + S,'+2XX+ + -+ S,'+,,,1X'+n +5,'+,,X’+n+

terms from S;

SipnprxX T4
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Another way to see the analogy of x mod P(x) and C

We introduced C as the state-update matrix that takes a state vector

Si = (Si,Si+1,5i42,---,Sitn—1) tO
Sit1 = (Si41,Si42, 51435+ - - Sitn—1,Si+n) Via
Siii=5-C

In the generating functions view we have

5(X):50+51X+52X2+~~+ _ '
s’_XI + S,'+1X'+1 + S,'+2XX+2 Ly S,'+,,71X’+n71 + 5i+nxl+n +

terms from Si11

Sipnprx T4

Thus also here we see that multiplication by C corresponds to
mulitplication by x mod P(x).
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Some notation

» Given an LFSR with state size n, characteristic polynomial P(x).

» For a polynomial f(x) denote by f*(x) its reciprocal

*(x) = (i: f,-x’) = x" z”: fx— = z”: fix" i = z”: £ ix'.
i=0 i=0 i=0 i=0
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Some notation

» Given an LFSR with state size n, characteristic polynomial P(x)
» For a polynomial f(x) denote by f*(x) its reciprocal

*(x) = (i: f,-x’) = x" z”: fx— = z”: fix" i = z”: £ ix'.
i=0 i=0 i=0 i=0

» Examples: (x" +1)" =x"(x""+1) =1+ x"; (f*(x))* = f(x).
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Some notation

» Given an LFSR with state size n, characteristic polynomial P(x).

» For a polynomial f(x) denote by f*(x) its reciprocal
*(x) = (Z f,-x’) :Xan,'Xii = Zf,-x”f" = Zf,,,,-x".
i=0 i=0 i=0 i=0

» Examples: (x" +1)" =x"(x""+1) =1+ x"; (f*(x))* = f(x).

» The generating function of a sequence {s;}; is given by

S(x) = i six.
i=0

Note: S depends on the starting state; there are 2" different
generating functions for an LFSR with state size n.
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Some notation and helpful results

v

Given an LFSR with state size n, characteristic polynomial P(x).

v

For a polynomial f(x) denote by *(x) its reciprocal

*(x) = (i: f,-x’) = x" z”: fx— = z”: fix" i = z”: £ ix'.
i=0 i=0 i=0 i=0

» Examples: (x"+1)* = x"(x "+ 1) =1+ x"; (f*(x))* = f(x).
» The generating function of a sequence {s;}; is given by
S(x) = Z six!
i=0

Note: S depends on the starting state; there are 2" different
generating functions for an LFSR with state size n.

Claims: deg(P*(x)S(x)) < n.

v
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Claim: deg(P*(x)S(x)) < n

Proof.

P*(x)S(x) = (1 + Z c,,_;xi> Z six!
i=1 i=0
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Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1
Proof.

P*(x)S(x)

n oo n o
1+ E Chix' E six'= E Chix' E six'
i=1 i=0 i=0 i=0
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Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1
Proof.

P*(x)S(x)

(1 + z”: c,,_;xi> i s;xi_ z”: cn_,-xi i s,-xi

n—1
E Cn—jSi—j x' + E Cn—jSi—j x'
i=0 \ j=0 i=n
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Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1
Proof.

P*(x)S(x)

(1 + z”: c,,_;xi> i s;xi_ z”: cn_,-xi i s,-xi

n—1
v
E Cn—jSi—j x' + E Cn—jSi—j
i=0 \ j=0 i=n

Definition of LFSR: Siyn = 3775 CjSk4,
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Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1
Proof.
n n o0
P*(x)S(x) = (1 + Z c,,_,x’> six'=~ Z Ch_iX Z six'
i=1 i=0 i=0
n—1 i 'S n
B S Dora XS oIS SF B
i=0 \ j=0 =n \ j=0
Definition of LFSR: Siyn = 3770 GiSkyj = 0= Y7o Gk
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Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1

Proof.

P*(x)S(x)

1 I
M
+
M- 1
o o
I I}
) X
d ~

Definition of LFSR: Siyn = 3775 CjSk4,

Change the order of summation: 0 = >_"

J

n
0= j oGSkt

=0 Cn—jSk+n—j

Tanja Lange Live session 30 Nov 2020



Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1
Proof.

P*(x)S(x)

n oo n o0
1+ E Chix' E six'= E Chix' E six'
n—1
E Cn—jSi—j x' + E E Cn—jSi—j

i=0 \ j=0 i=n

Definition of LFSR: Siyn = 3770 GiSkyj = 0= Y7o GSkrj

Change the order of summation: 0 = 2}1:0 Cn—jSkfn—j
and rename k+n =
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Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1
Proof.

P*(x)S(x)

n oo n o
1+ E Chix' E six'= E Chix' E six'
i=1 i=0 i=0 i=0

n—1 i 'S n
_ i i
= E Cn—jSi—j | X' + E E Cn—jSi—j | X
i—0 \ j=0 i=n \ j=0
n—1 i 'S
= E Cn—jSi—j | X' + E 0-x'
i=0 \ j=0 i=n

Definition of LFSR: Siyn = 3770 GiSkyj = 0= Y7o Gk

Change the order of summation: 0 = 2}1:0 Cn—jSkfn—j

and rename k+n=1
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Example
Using
P(x) = x*> + x + 1.
This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).
This means the product on the previous slide is

PHx+1) - (x+x2+x* + x5+ x"+ x84 )
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Example
Using
P(x) = x*> + x + 1.
This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).
This means the product on the previous slide is

PHx+1) - (x+x2+x* + x5+ x"+ x84 )

Crossmultiplying gives
0-x°
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Example
Using
P(x) = x*> + x + 1.
This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).
This means the product on the previous slide is

PHx+1) - (x+x2+x* + x5+ x"+ x84 )

Crossmultiplying gives
0-x°+(0+1)-x
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Example
Using
P(x) = x*> + x + 1.
This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).
This means the product on the previous slide is

PHx+1) - (x+x2+x* + x5+ x"+ x84 )

Crossmultiplying gives
0-x°+(0+1)-x+(0+1+1)-x2
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Example
Using
P(x) = x*> + x + 1.
This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).
This means the product on the previous slide is

PHx+1) - (x+x2+x* + x5+ x"+ x84 )

Crossmultiplying gives
0-x°4+(0+1)- x+(0+1+1)-x>+(1+1+0)-x3
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Example
Using
P(x) = x*> + x + 1.
This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).
This means the product on the previous slide is

PHx+1) - (x+x2+x* + x5+ x"+ x84 )

Crossmultiplying gives
0-x°+(0+1) x+(0+1+1)-x>+(1+1+0)-x3+(1+0+1)-x*
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Example
Using
P(x) = x*> + x + 1.

This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).
This means the product on the previous slide is

PHx+1) - (x+x2+x* + x5+ x"+ x84 )

Crossmultiplying gives
0-x°4+(0+1) x+(0+1+1)-x>+(1+14+0)-x3+(1+0+1)-x*+
0+1+1)-x°
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Example
Using
P(x) = x*> + x + 1.

This LFSR produces output 011.

P (x)=(x*+x+1)" =x*(x 2+ x1+1)=(1+x+ x?).

This means the product on the previous slide is
PHx+1) - (x+x2+x* + x5+ x"+ x84 )

Crossmultiplying gives

0-x°4+(0+1) x+(0+1+1)-x>+(1+14+0)-x3+(1+0+1)-x*+

(04+1+1)- x>+ (1+1+0)-x°---.

The coefficients of x2,x3,... match shifts of 011 because the coefficient

vector of P*(x) is 111.

The coefficients of x° and x* have fewer terms because their degree is
lower than deg(P).

That's why we need to treat them separately in

n oo
E Ch_ix' E six'.
i=0 i=0
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Claim: deg(P*(x)S(x)) < n

Simplify notation: put ¢, =1
Proof.

P*(x)S(x) = (1+ch,-x"> .

n—1 i 00 n
i i
= E Cn—jSi—j + E E Cn—jSi—j | X
i=0 \ j=0 i=n \ j=0
n—1 i 00
= E Cn—jSi—j '+ E 0-x'
i=0 \ j=0 i=n

Definition of LFSR: sip = 275 sk

n
y 0="2 ) 0GS+j

Change the order of summation: 0 = Zf:o Cn—jSkfn—j

and rename k+n=1
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