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If you have a secret channel . . .

. . . you can agree on a shared key . . .
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. . . and use that key to encrypt and authenticate

// // //

I Symmetric-key cryptography:
Alice and Bob share a secret key .

I Prerequisite: Eve doesn’t know .

I Alice and Bob exchange any number of messages.

I Encryption takes plaintext m and produces ciphertext c ,
decryption takes c and produces m so that Dec(Enc(m)) = m.

I Security goal #1: Confidentiality despite Eve’s espionage.

I Security goal #2: Integrity, i.e., recognizing Eve’s sabotage.

I Security goal #3: Authenticity, i.e., recognizing Eve impersonating.

I Decryption fails for invalid ciphertexts.
(This needs a definition of what “invalid” means).
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Public-key encryption

m // c // c // mbbcc

oo

OO

I Public-key cryptography: each user has two keys,
a public key and a private key.

I Everybody, including Eve, knows the public key.
I Secure systems make it computationally impossible to recover the

private key from the public key.

I Alice uses Bob’s public key K = to encrypt plaintext m.

I Bob uses his private key k = to decrypt ciphertext c .
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Public-key signatures

// // //

<<

//

GG
::

I Prerequisite: Alice has a private key and public key .

I Prerequisite: Everyone knows as belonging to Alice.

I Alice signs messages using . Other people verify using .

I Security goals: Integrity and authenticity.

I Nobody can produce signatures valid under without .

I Modifications to signed message get caught.
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Public-key signatures

m // m, s // m, s // m

k

<<

// K

GG ;;

Private key k = , public key K = .

Older systems, and that includes PGP/GPG, send m, s,
i.e., let the user see m before/without verifying S .

Modern systems send a signed message s and the verification algorithm
returns m or “invalid”.
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