Linear feedback shift registers

Tanja Lange
Eindhoven University of Technology

2WEF80: Introduction to Cryptology



Linear feedback shift registers

Linear means that there
are no products Xx; - X;

and no constant term. T
n—1 ouT <—{ So |

f(x) = Zi:o CiXi

f(xo0, X1, X2, -+, Xn—1)
T 1T 1T 1
S1 | S2 | Sp—1
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Linear feedback shift registers

Linear means that there ?
are no products Xx; - X;

and no constant term. ’ -Co | -C1 | -C2 | | “Cp—1 ‘
(00 = 2 [TT T 1
Each state §; € IF5, ouT <—{ S0 | 51 | 52 | Sn—1

Si=(sjSj+15+2 -+ Sjrn-1)-
Coefficients ¢; € IF5.
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Linear feedback shift registers

Linear means that there F’C—%_(% (E
are no products Xx; - X; |

and no constant term. ’ 1 | -0 |
F(x) = Yise cix T 7 T
Each state §; € IF5, ouT <—{ so | 51 | 52 ‘

Si=(sjSj+15+2 -+ Sjrn-1)-
Coefficients ¢; € IF5.
Typically g =1

(else we could have

output one step earlier).

IV =5y Turn key k into
k= ChC1C...Ch—1
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Linear feedback shift registers

Linear means that there
are no products Xx; - X;
and no constant term.

F(x) =10 cixi
Each state S; € IF7,

Si=(sjSj+15+2 -+ Sjrn-1)-
Coefficients ¢; € IF5.

Typically g =1
(else we could have
output one step earlier). T (_{ o | s | sy |
IV =5y Turn key k into
k= ChC1C...Ch—1

Simplify by putting connections for ¢; = 1, no connections for ¢; = 0.
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Linear feedback shift registers

Linear means that there
are no products Xx; - X;
and no constant term.

F(x) =10 cixi
Each state S; € IF7,

Si=(sjSj+15+2 -+ Sjrn-1)-
Coefficients ¢; € IF5.

Typically g =1
(else we could have
output one step earlier). T (_{ o | s | sy |
IV =5y Turn key k into
k= ChC1C...Ch—1

Simplify by putting connections for ¢; = 1, no connections for ¢; = 0.

f(x0,x1,%2) = X0+ X2 =
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Linear feedback shift registers

Linear means that there
are no products Xx; - X;
and no constant term.

F(x) =10 cixi
Each state S; € IF7,

Si=(sjSj+15+2 -+ Sjrn-1)-
Coefficients ¢; € IF5.

Typically g =1
(else we could have
output one step earlier). T (_{ o | s | sy | | S 1
IV =5y Turn key k into
k= ChC1C...Ch—1

Simplify by putting connections for ¢; = 1, no connections for ¢; = 0.

f(X07X17X2):X0+X2:1'X0+0'X1+1'X2.

Tanja Lange Linear feedback shift registers 2



Linear feedback shift registers

Linear means that there
are no products Xx; - X;
and no constant term.

f(x) = Z:‘:ol CiXi

Each state S; € IF'7, ouT
Si= (551542 -+ Srn-1)-

Coefficients ¢; € IF5.

Typically ¢g =1 D
(else we could have

output one step earlier). ouT So

IV =5y Turn key k into
k:C0C162...Cn_1

Simplify by putting connections for ¢; = 1, no connections for ¢; = 0.

f(X07X17X2):X0+X2:1'X0+0'X1+1'X2.
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

o
o
—_
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

0 0 1
0 0 1 1
0 1 1 1
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

0 0 1
0 0 1 1
0 1 1 1
1 1 1 0
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

== OO

R =P, OO
O, R RErO
_H O R =
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

R =Rk OO

OoOrRr L BEFR, OO
R O, RKFRRO
O O R KFHKF
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

oOrRr L KEHOO

R OrRrRRLRKEFEF OO
oOrRrRORrRrHRKFO
OO R OHKERF
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

has period 7 with output

0011101.
This covers all non-zero starting states. out

HORRLRKFHEHOO
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

has period 7 with output

0011101.
This covers all non-zero starting states. out

For any LFSR, the all-zero state
5$=(000...0)

leads to output 0, of period 1
because Y ¢ -0=0.

HORRLRKFHEHOO

OoOrRrRrORFrRrFL,R P, OO
OO RO, FEFFEO
H OORORKFKF
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What is the period of sj 13 = s; + 5;,27

Starting state So = (0 0 1)

has period 7 with output

0011101.
This covers all non-zero starting states. out

For any LFSR, the all-zero state
5$=(000...0)

leads to output 0, of period 1
because Y ¢ -0=0.

This means that period 7 is maximal
for a register of length 3, as 23 — 1 =7.

HORRLRKFHEHOO
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
ouT
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
ouT
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
ouT
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)

ouT
0 0
0 1
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)

ouT
0
0 0
0 1
1 1
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
gives period 4 with output
0011.

This misses 23 — 4 = 4 states.

Tanja Lange
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
gives period 4 with output
0011.

This misses 23 — 4 = 4 states.

Tanja Lange
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
gives period 4 with output
0011.

This misses 23 — 4 = 4 states.

Starting state 111 B
gives period 1 with output 1

Tanja Lange
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
gives period 4 with output
0011.

This misses 23 — 4 = 4 states.

Starting state 111 B
gives period 1 with output 1
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What is the period of sj13 = s; + 511 + Sj127

Starting state So = (0 0 1)
gives period 4 with output
0011.

This misses 23 — 4 = 4 states.

Starting state 111 B
gives period 1 with output 1

Starting state 101
gives period 2 with output 10

Tanja Lange
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Starting state So = (0 0 1)
gives period 4 with output
0011.

This misses 23 — 4 = 4 states.

Starting state 111 B
gives period 1 with output 1

Starting state 101
gives period 2 with output 10

Together with 0
we have now seen all 8 states.

Periods are 4,2,1,1
depending on starting state.

Tanja Lange
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What is the period of sj13 = s; + 511 + Sj127
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Security considerations

> An attacker knows the size of the register — there are n bits in the IV.

» The output bits have linear relations

Sj+n = E CiSj+i,
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Security considerations

> An attacker knows the size of the register — there are n bits in the IV.

» The output bits have linear relations

Sj+n = E CiSj+i,

This means that obtaining n — 1 outputs beyond the IV
enables an attacker to compute the ¢; using linear algebra.

(n — 1 because ¢y =1 is known.)
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Security considerations

> An attacker knows the size of the register — there are n bits in the IV.

» The output bits have linear relations

Sj+n = E CiSj+i,

This means that obtaining n — 1 outputs beyond the IV
enables an attacker to compute the ¢; using linear algebra.
(n— 1 because ¢y = 1 is known.)
» This means that LFSRs alone do not satisfy the requirements we put
on stream ciphers:
A good stream cipher produces a stream of numbers that

> s unpredictable given any previous portion of the stream;
> does not exhibit any non-random statistical properties.
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Security considerations

> An attacker knows the size of the register — there are n bits in the IV.

» The output bits have linear relations

Sj+n = E CiSj+i,

This means that obtaining n — 1 outputs beyond the IV
enables an attacker to compute the ¢; using linear algebra.

(n — 1 because ¢y =1 is known.)

» This means that LFSRs alone do not satisfy the requirements we put
on stream ciphers:
A good stream cipher produces a stream of numbers that

> s unpredictable given any previous portion of the stream;
> does not exhibit any non-random statistical properties.

» We can analyze LFSRs mathematically.

» LFSRs are used in combination with non-linear functions in stream
cipher design.
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