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Typically s; € IF
Starting state:
(So 515 ... S,,,l)
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Feedback shift registers

Typically s; € IF f(x0, X1, X2, - - - Xn—1)

Starting state: 1 1 i 1 |

(So 515 ... S,,,l) s1 | sy |

Sp—1 | f(50,51,52a .. 'asnfl)

First output:

S0
Second state:
(5152 ... Sn—1f(S0,51,%,---,51-1))
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Feedback shift registers

Typically s; € IF f(x0, X1, X2, - - - Xn—1)

Starting state: T ] i i T j
(05152 - sn-1) <—{ s1 | 52 | snfl|f(50,51,52a"'35n71)‘

First output:

S0
Second state:
(5152 ... Sn—1f(S0,51,%,---,51-1))

First n + 2 outputs:
0515 - Sn—1f(S0,51,52,.-,50-1) F(51,5,...,50-1,F(S0, 51,52, ,50-1))
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Feedback shift registers

Typically s; € IF
Starting state:
(S() 515 ... S,,,l)

First output:
S0
Second state:

(s152 ... sp—11(s0,51,5,--

First n + 2 outputs:
S0S5152 ...5p—1 f(50751752, ..

f(X07X1)X27 AR 7Xn—1)

L1

<—{51|52|

I 1 | j
oo | Spea | f(so,51,52,~~~,5n71)‘

L) snfl))

N ;Sn—l) f(517 527 AR 7Sn—17 f(50751) 527 MR 5n—1))

To use an FSR as a stream cipher, make f = f; a function of the key k,
put IV =(sgs1% ... Sp—1), and discard the first n output bits.
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Example
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Example
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Example

T 1T 1 1
ouT —fo|1]o]1]

Output:
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X0+ x1x0+x3+1

0+1-0+1+1=0

Feedback shift registers



Example

0

Xo+x1x0+x3+1

L 1T 1T 1

o — 1]of1]o

Output:
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Example

0

Xo+x1x0+x3+1

L 1T 1T 1

o — 1]of1]o

Output:
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Example

Xo+x1x0+x3+1

L 1T 1T 1

1 —of1]|o]o

Output:
01
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Example

Xo+x1x0+x3+1

L 1T 1T 1

0o — 1]ofo]1

Output:
010
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Example

Xo+x1x0+x3+1

L 1T 1T 1

1 —olo|1]1

Output:
0101
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Example

Xo+x1x0+x3+1

L 1T 1T 1

o —fof1]1]o

Output:
01010
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Example

Xo+x1x0+x3+1

L 1T 1T 1

o — 1]1]o]o

Output:
010100

Tanja Lange

1+1-040+1=0

Feedback shift registers



Example

Xo+x1x0+x3+1

L 1T 1T 1

1 —f1]ofo]o

Output:
0101001

Tanja Lange

140-0+0+1=0

Feedback shift registers



Example

Xo+x1x0+x3+1

L 1T 1T 1

1 —fofofo]o

Output:

01010011
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Example

Xo+x1x0+x3+1

L 1T 1T 1

0o —ofolo]1

Output:

010100110
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Example

Xo+x1x0+x3+1

L 1T 1T 1

o —ofof1]o

Output:

0101001100
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Example

Xo+x1x0+x3+1

L 1T 1T 1

0o —of1]o]1

Output:

01010011000
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Example

Xo+x1x0+x3+1

L 1T 1T 1

0o —of1]o]1

Output:

01010011000

0+1-0+14+1=0

This is equal to our starting state!
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Example

Xo+x1x0+x3+1

L 1T 1T 1

0o —of1]o]1 0+1-0+14+1=0

Output:
01010011000
This is equal to our starting state!
This FSR outputs
01010011000,
i.e., the output is periodic with period length 11.
Repetition is unavoidable as there are only 2* = 16 possible states.
Not all need to appear in the same run.

Exercise: Here we miss state (1111).
Determine the output sequence resulting from this state.
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Definition periods

A sequence {s;}; is called periodic if there exists an

Sr4i = Si

for all i > 0.
The period is the smallest such r.
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Definition periods

A sequence {s;}; is called periodic if there exists an integer r > 0 so that

S3
S P =G S [ ] s,
r+i i 2. S g 4
for all i > 0. eead N
. . == [ ] [ ]
The period is the smallest such r. 0 ! \ / >
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Definition periods

A sequence {s;}; is called periodic if there exists an integer r > 0 so that

S3
Sryi = Si s ® S,
r+i i 2. A ° 4
for all i > 0. eead N
. . == [ ] [ ]
The period is the smallest such r. 0 ! \ / >

SgZSO.N./.Sﬁ
S7
It is called ultimately periodic if there exist integers r > 0 and iy > 0 so
that

S9
Sr+i = Si S hd S
8y 1 ~ S10
for all i > . 7 \
The smallest iy is called the pre-period. St e ®511
Se ® [
7 S ek S12
55 o 513
2
,®
So S1 , ® Ss

o0 ® s
s 3
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Definition periods

A sequence {s;}; is called periodic if there exists an integer r > 0 so that

53
Sr+i = Si 52. A% .54
for all i > 0. eead N
. . == [ ] [ ]
The period is the smallest such r. 0 ! \ / >
SgZSO.N./.Sﬁ
s7
It is called ultimately periodic if there exist integers r > 0 and iy > 0 so
that So
Sr+i = Si S *. s
rti i 8y 1 ~ S10
for all i > . ] \
The smallest iy is called the pre-period. S15 = Sr e ®511
\ /
S14 = S
14 =5 ® . %0
S5 o 513
.
,®
So S1 , ® Ss

o0 ® s
s 3
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Divisibility property

Lemma
If {s;}; is periodic with period r and if for some ¢ > 0 it holds that

Sj = Sit+e

for all i > 0, then
r|l.

Tanja Lange Feedback shift registers



Divisibility property

Lemma
If {s;}; is periodic with period r and if for some ¢ > 0 it holds that

Si = Site
for all i > 0, then

r|l.

Proof.
Assume on the contrary that £ = qr + rp with 0 < rp < r.
Then

Si = Si+t = Si+qr+r = Sqr+(i+r) = Si+n-
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Divisibility property

Lemma
If {s;}; is periodic with period r and if for some ¢ > 0 it holds that

Si = Site
for all i > 0, then

r|l.

Proof.
Assume on the contrary that £ = qr + rp with 0 < rp < r.
Then

Si = Si+t = Si+qr+r = Sqr+(i+r) = Si+n-
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Divisibility property

Lemma
If {s;}; is periodic with period r and if for some ¢ > 0 it holds that

Si = Site
for all i > 0, then

r|l.

Proof.
Assume on the contrary that £ = qr + rp with 0 < rp < r.
Then

Si = Si4+t = Sitqr+ry — Sqr+(i+r0)/: Sitry-

period definition
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Divisibility property

Lemma
If {s;}; is periodic with period r and if for some ¢ > 0 it holds that

Sj = Sit+e

for all i > 0, then
r|l.

Proof.
Assume on the contrary that £ = qr + rp with 0 < rp < r.

Then
Si = Si4+t = Sitqr+ry — Sqr+(i+rg)/: Sitry-

) period definition
Thus s; = sjy,, orall i > 0.

This contradicts the minimality of the period as 0 < ry < r.
Thus ro =0 and r|/.
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