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Playfair cipher — keyword expansion

» The Playfair cipher uses a keyword.
» Encryption/decryption uses a 5 x 5 grid of letters.

> Turn the keyword into this grid by filling in the letters of the
keyword row-wise from the top left corner.
The grid contains each letter once, with | and J identified; so when
you reach a letter in the keyword that has been used already, you
skip it.
After the end of the keyword, the remaining letters of the alphabet
are inserted, again in the order they appear.
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Playfair cipher — keyword expansion

» The Playfair cipher uses a keyword.

» Encryption/decryption uses a 5 x 5 grid of letters.

> Turn the keyword into this grid by filling in the letters of the
keyword row-wise from the top left corner.
The grid contains each letter once, with | and J identified; so when
you reach a letter in the keyword that has been used already, you
skip it.
After the end of the keyword, the remaining letters of the alphabet
are inserted, again in the order they appear.
If the keyword is SECRET then the grid looks as follows:

SECRT
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Playfair cipher — keyword expansion

» The Playfair cipher uses a keyword.
» Encryption/decryption uses a 5 x 5 grid of letters.

> Turn the keyword into this grid by filling in the letters of the
keyword row-wise from the top left corner.
The grid contains each letter once, with | and J identified; so when
you reach a letter in the keyword that has been used already, you
skip it.
After the end of the keyword, the remaining letters of the alphabet
are inserted, again in the order they appear.
If the keyword is SECRET then the grid looks as follows:

SECRT
ABDFG
HIKLM
NOPQU
VWXYZ

Note the skipped second E in the keyword.
This fills up the grid completely — if you have any letters left,
something went wrong earlier.
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Playfair cipher — encryption

> Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HELLOBOB
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Playfair cipher — encryption

> Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LLOBOB
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Playfair cipher — encryption

> Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LX LO BO B
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Playfair cipher — encryption

> Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LX LO BO BX
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Playfair cipher — encryption

> Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LX LO BO BX

» Three cases for encryption
> If the two letters appear in the same row, encrypt each of the two
letters to the letter to the right of it.
> If the two letters appear in the same column, encrypt each of the two
letters to the letter below it.
> |If the two letters span a rectangle in the grid, encrypt each of them
to the letter in the same row and opposite corner.

< =2ID = W0
= 0O H Wt
> U X OQ
<ot mxo
Nac=aHA

Tanja Lange Historical ciphers |1 3



Playfair cipher — encryption

» Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LX LO BO BX

> Three cases for encryption
> If the two letters appear in the same row, encrypt each of the two
letters to the letter to the right of it.
> If the two letters appear in the same column, encrypt each of the two
letters to the letter below it.
> If the two letters span a rectangle in the grid, encrypt each of them
to the letter in the same row and opposite corner.

HE LX LO BO BX
IS
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Playfair cipher — encryption

» Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LX LO BO BX

» Three cases for encryption

< =2ID =W
=0 H Wt
> U X O Q
<o mx
Na=aHA

> If the two letters appear in the same row, encrypt each of the two
letters to the letter to the right of it.

> If the two letters appear in the same column, encrypt each of the two
letters to the letter below it.

> If the two letters span a rectangle in the grid, encrypt each of them
to the letter in the same row and opposite corner.

HE LX LO BO BX
IS KY
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Playfair cipher — encryption

» Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LX LO BO BX

» Three cases for encryption

<=2 @D =W
= 0O H Wt
' x O Q
< O 0 mx
NG=HA

> If the two letters appear in the same row, encrypt each of the two
letters to the letter to the right of it.

> If the two letters appear in the same column, encrypt each of the two
letters to the letter below it.

> If the two letters span a rectangle in the grid, encrypt each of them
to the letter in the same row and opposite corner.

HE LX LO BO BX
IS KY IQ IwW
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Playfair cipher — encryption

» Preprocess the message: split into pairs of letters,
starting from the left.
Insert X when encountering a pair of identical letters.
Append X if there is a single letter at the end.
HE LX LO BO BX

> Three cases for encryption
> If the two letters appear in the same row, encrypt each of the two
letters to the letter to the right of it.
> If the two letters appear in the same column, encrypt each of the two
letters to the letter below it.
> If the two letters span a rectangle in the grid, encrypt each of them
to the letter in the same row and opposite corner.

HE LX LO BO BX
IS KY IQ IW DW

» To decrypt, reverse the procedure.

< =2ID =W
=0 H Wt
> U X O Q
<ot mx
Na=aHA
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Hill cipher

> This system uses matrices. There is a system parameter n

» First encode the letters into numbers in [0, 25].
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https://www.youtube-nocookie.com/embed/akLmNK64xvU

Hill cipher

> This system uses matrices. There is a system parameter n
» First encode the letters into numbers in [0, 25].
> The secret key S is an n x n matrix over Z/26 which is invertible.

> Write let the plaintext a as vector
(my,ma,...,m,) € (Z/26)".
» m gets encrypted into ciphertext

¢ =5Sm'.

v

To decrypt compute
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https://www.youtube-nocookie.com/embed/akLmNK64xvU

Hill cipher

This system uses matrices. There is a system parameter n
First encode the letters into numbers in [0, 25].

The secret key S is an n x n matrix over Z/26 which is invertible.

vV v v v

Write let the plaintext a as vector
(my,ma,...,m,) € (Z/26)".

» m gets encrypted into ciphertext

cm"=5m".

» To decrypt compute

> The inverse of S is computed in Z/26, so you need to use the
extended Euclidean algorithm (XGCD) in addition to linear algebra.
For a recap of how XGCD works watch the short video.
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https://www.youtube-nocookie.com/embed/akLmNK64xvU

Column transposition

3472516

WRITETE
XTINFTIX

EDWIDTH
ROWSTHE
NPERMUT
ECOLUMN
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Column transposition

1234567
TTWREETI

W Mm= oM< = Ww
QYoo T
om==HH
o H=Z43N
=220 M9"MEO
2o HHAR
=Z2dAmmDm>XMEo
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Column transposition

3472516 1234567
WRITETE TTWREETI
XTINFIX INXTFXTI
EDWIDTH

ROWSTHE

NPERMUT

ECOLUMN

S
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Column transposition

1234567
TTWREETI
INXTFXTI
TIEDDHW
HSROTEW
URNPMTE
MLECUNDO

3472516

WRITETE
XTINFTIX
EDWIDTH

ROWSTHE
NPERMUT
ECOLUMN

Read out as
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Column transposition

M= 0ME X = W
Q'Y oo x>
om == HH
H o HZ= 3N
a=H0mmo
2D HHHA-
=Z A Mmm>x Mo
2a@m - HA &
P o nnH= =N

MMH=E 0ME XN =W
Q'Y oOUOax b
=209 MmMmEo
=ZHmm Mmoo
om==+H H

Read out as
TITHUM TNISRL WXERNES RTDOPC EFDTMU EXHETN IIWWEO
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Column transposition

3472516 1234567
WRITETE TTWREETI
XTINFIX INXTFXI
EDWIDTH TIEDDHW
ROWSTHE HSROTEW
NPERMUT URNPMTE
ECOLUMN MLECUNDOD
S S

Read out as

TITHUMTNISRLWXERNESRTDOPCEFDTMUEXHETNIIWWEQO

For this and more fun with systems you can use by hand see, e.g.,
http://rumkin.com/tools/cipher/coltrans.php
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http://rumkin.com/tools/cipher/coltrans.php

Rotor machines

Read about rotor machines in general, and the Enigma in particular, at
the Crypto Museum.

\.’:, Enigma

Enigma Cipher Machines

Homepage
Hel This page is about the famous Enigma cipher machine, well

Crypto known for the vital role it played during WWII. Below are
descriptions of the various models, their manufacturers,
some accessories, patents, computer simulations and
codebreaking.

m There is no such thing as the Enigma. In fact, Enigma is the
brand name of a series of cipher machines, developed
before and during WWII, some of which are compatible with
each other, and some of which are not. If your are interested

m in the history of Enigma, you might want to check the Enigma

Family Tree, the Enigma Timeline, or the Enigma Glossary.

Before and during WWII, Enigma has been the inspiration for
many other designs of rotor cipher machines, like the British
Typex and the American Sigaba. And even after WWII, some
cipher machines were based on the same principle, such as
the American KL-7, the Russian Fialka and the Swiss Nema.

If you own an Enigma machine, you may want to check our
page about Enigma restoration materials.

They also have very informative articles about other historical ciphers.
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https://www.cryptomuseum.com/crypto/enigma/index.htm
https://www.cryptomuseum.com/crypto/manual.htm

