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Urgency of moving to post-quantum cryptography

White House briefing urges move to PQC.
Deadline: 2035.

https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security -memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-t o-vulnerable-cryptographic-systems/


2024 EU PQC transition roadmap (link)

https://digital-strategy.ec.europa.eu/en/library/recommendation-coordinated-implementation-roadmap-transition-post-quantum-cryptography


27 Nov 2024: Joint statement by 17 EU countries (Link)

[..]

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement.pdf?__blob=publicationFile&v=5


27 Nov 2024: Joint statement by 17 EU countries (Link)

[..]

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement.pdf?__blob=publicationFile&v=5


Disallows pre-quantum by 2030

https://www.cyber.gov.au/sites/default/files/2024-12/22.%20ISM%20-%20Guidelines%20for%20Cryptography%20%28December%202024%29.pdf


Store now, decrypt later



Math problems hard for quantum computers

I Code-based encryption and signatures.

I Hash-based signatures.

I Isogeny-based encryption and signatures.

I Lattice-based encryption and signatures.

I Multivariate-quadratic encryption and signatures.

These are broad categories.
We have good instantiations for the essential building blocks:
key agreement and signatures.
Research needed on advanced building blocks, efficient & secure
implementation (side channels), (quantum) cryptanalysis



Standardization of PQC

I Stateful hash-based signatures:
RFC 8391 XMSS and RFC 8554 LMS in CFRG, NIST SP 800-208 (also
XMSS and LMS), ISO SC27 JTC1 WG2 14888-4.

I FIPS standards for
I FIPS 203 ML-KEM (Kyber), based on lattices
I FIPS 204 ML-DSA (Dilithium), based on lattices
I FIPS 205 SLH-DSA (SPHINCS+), based on hash functions

I 3 more candidates in Round-4 of NIST, more signatures in on ramp.

I Internet Engineering Task Force (IETF) is working on drafts for various
schemes, methods for combining them with elliptic-curve crypto, and
networking protocols.

I ISO 18033-2 Asymmetric ciphers, Amendment 2 in DAmd 2 stage,
reportedly covering Classic McEliece, FrodoKEM, and Kyber/ML-KEM.

https://tools.ietf.org/html/rfc8391
https://tools.ietf.org/html/rfc8554
https://csrc.nist.gov/pubs/sp/800/208/final
https://www.iso.org/standard/80492.html
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/pubs/fips/205/final
https://www.iso.org/standard/86890.html
https://docbox.etsi.org/Workshop/2023/10_ETSISECURITYCONFERENCE/D24_QUANTUMSAFECRYPTOGRAPHY/NIST_CHEN.pdf


Where to go from here?
I Some deployment needs interoperability and agreements/standards.

But much data and traffic could be protected now already.

I Migration needs testing phase and safety nets.
Dangerous to remove pre-quantum crypto now & no harm keeping.

I Several recommendations available already, to highlight two from the
European Union Agency for Cybersecurity (ENISA)
I Current state and quantum mitigation
I Post-Quantum Cryptography – Integration study

(Disclaimer: I contributed to these documents.)

I Several positive signs of awareness and progress in migration, but much
more work needed.

I New EU project PQCSA on migration and standardization (just started).

I PQConnect https://www.pqconnect.net/ ready-to-use software for
adding extra PQC layer.

https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
https://www.enisa.europa.eu/publications/post-quantum-cryptography-integration-study
https://www.pqconnect.net/
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Further information
I NIST PQC competition.
I Quantum Threat Timeline 2019; updates from 2021, 2022, 2023, and 2024.
I Status of quantum computer development (by German BSI).
I ENISA studies: Post-quantum cryptography: Integration study,

Post-quantum cryptography: current state and quantum mitigation

I YouTube channel Tanja Lange: Post-quantum cryptography.
I https://2017.pqcrypto.org/school: PQCRYPTO summer school with 21

lectures on video; slides; exercises.
I Less math, more perspective: https://2017.pqcrypto.org/exec and

https://pqcschool.org.
I https://pqcrypto.org our overview page.
I PQCrypto 2016, 2017, 2018, 2019, 2020, 2021, 2022, 2023, 2024 slides + videos.
I PQCRYPTO project (ran till 2018, but still lots of useful resources).
I PQCSA coming to https://pqcsa.eu.org soon.
I PQConnect https://www.pqconnect.net/ ready-to-use adding extra PQC layer.

https://csrc.nist.gov/Projects/post-quantum-cryptography/Post-Quantum-Cryptography- Standardization
https://globalriskinstitute.org/publications/quantum-threat-timeline/
https://globalriskinstitute.org/publications/2021-quantum-threat-timeline-report/
https://globalriskinstitute.org/publication/2022-quantum-threat-timeline-report/
https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
https://globalriskinstitute.org/publication/2024-quantum-threat-timeline-report/
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Studien/Quantencomputer /P283_QC_Studie-V_1_2.pdf?__blob=publicationFile&v=1
https://www.enisa.europa.eu/publications/post-quantum-cryptography-integration-study
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quan tum-mitigation
https://www.youtube.com/channel/UCatHl2XgG1S3Vw4KD8IFnPQ
https://2017.pqcrypto.org/school
https://2017.pqcrypto.org/exec
https://pqcschool.org
https://pqcrypto.org
https://pqcrypto2016.jp/
https://2017.pqcrypto.org/conference/index.html
http://www.math.fau.edu/pqcrypto2018/daily-schedules.php
https://pqcrypto2019.org/
https://pqcrypto2020.inria.fr/
https://pqcrypto2021.kr/
https://2022.pqcrypto.org/schedule.html
https://pqcrypto2023.umiacs.io/
https://www.maths.ox.ac.uk/events/conferences/pqcrypto-2024
https://pqcrypto.eu.org/
https://pqcsa.eu.org
https://www.pqconnect.net/

