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Abstract

The ideal class group of hyperelliptic curves can be used in cryptosystems based on the
discrete logarithm problem. In this article we present explicit formulae to perform the group
operations for genus 2 curves. The formulae are completely general but to achieve the lowest
number of operations we treat odd and even characteristic separately. We present 3 different
coordinate systems which are suitable for different environments, e. g. on a smart card we should
avoid inversions while in software a limited number is acceptable. The presented formulae render
genus two hyperelliptic curves very useful in practice.

The first system are affine coordinates where each group operation needs one inversion. Then
we consider projective coordinates avoiding inversions on the cost of more multiplications and
a further coordinate. Finally, we introduce a new system of coordinates and state algorithms
showing that doublings are comparably cheap and no inversions are needed. A comparison
between the systems concludes the paper.

Keywords: Public key cryptography, discrete logarithm, hyperelliptic curves, fast arithmetic,
explicit formulae

1 Introduction

In the past years cryptosystems based on elliptic curves have received a lot of attention and
nowadays they are ready for use in every day’s applications and can be found on smart cards and
cellular phones. Hyperelliptic curves are a generalization of elliptic curves and can likewise be used.
Hyperelliptic curve cryptography is just beginning to receive more attention for use in practice
to provide an alternative to the more established elliptic curve cryptography. The advantages
of elliptic curve cryptography carry through. In this paper we deal with efficient arithmetic to
achieve similar or even higher speed compared to elliptic curves. The presumably hard problem is
the discrete logarithm (DL) problem which we state for arbitrary additively written groups: given
a group element D and an element F' of the cyclic group generated by D find the integer k such
that FF = kD. For curves of genus < 3 no subexponential algorithms for solving the DL problem
are known.

So far, the arithmetic for hyperelliptic curves was usually performed using Cantor’s algorithm (see
Cantor [6] and Koblitz [14] for a generalization to even characteristic). However, for fixed genus, one
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can make the steps of the algorithm explicit and a more clever ordering results in faster formulae
for addition and doubling of classes.

Here, we concentrate on genus 2 curves and provide explicit formulae for performing the arithmetic
to close the performance gap between elliptic and hyperelliptic curves. This paper combines the
contents of [19, 20, 21] by the same author. For several special cases we refer to the respective
preprints. We give the algorithms and a theoretical comparison while two upcoming papers [1, 24]
deal with implementation comparisons. First implementation results can be found in [19]. Formulae
for genus 3 can be found in [12, 17, 32].

From a practical point of view it is worth studying larger genus curves as they can lead to faster
computations of scalar multiples. Due to the smaller field sizes they might be better suited for
some applications. It is interesting to notice that the explicit formulae offer a possibility to avoid
simple side-channel attacks. In affine coordinates an addition needs 22 multiplications, 3 squarings
and one inversion whereas a doubling needs two more squarings and the sequence of operations
is very similar. Hence, the operations differ but it is not too hard to get equal characteristics by
inserting some dummy field operations. This is far less than what is required for a complete group
operation. Hence, it is easy to have countermeasures against simple power or timing analysis even
in affine coordinates as observed in [23].

1.1 Situation for Elliptic Curves

For elliptic curves one can choose from several systems of coordinates (see Cohen, Miyaji, and
Ono [7]) such that depending on the requirements of the computing environment one can use the
optimal system for the respective purpose. Let IF, denote the finite field of ¢ = p”, p prime,
elements. Put ]Fq the algebraic closure of F,. Affine points are tuples (z,y) € ]Fz, satisfying
y? + (a1 + a3)y = 22 + agx? + ayw + ag, a; € IF,. The homogenized equations lead to projective
points (X,Y, Z) with the correspondence x = X/Z,y = Y/Z. The addition formulae for points
in projective coordinates avoid inversions. The idea to achieve formulae faster than the projective
and still without using inversions is to allow weighted projective coordinates. In the elliptic setting
(X,Y, Z) corresponds to (z,y) = (X/Z%,Y/Z3). These coordinates are called Jacobian coordinates;
in this system, additions are slightly more expensive while doublings get considerably cheaper than
in projective coordinates. Some computations done in the process of adding or doubling can provide
useful in the following operation. Thus, if the space is not too restricted, one can include them
in the set of coordinates. The coordinates (X,Y, Z, Z%, Z3) are called Chudnovsky Jacobian; they
are faster than projective coordinates with respect to both operations and allow faster additions
and slower doublings compared to ordinary Jacobian coordinates. To obtain faster doublings it is
useful to work with Cohen’s modified Jacobian coordinates (X,Y, Z,aZ*), where the elliptic curve
is given by y? = 23 4+ ax + b. This is very useful if one can store several precomputations and then
use a binary (signed) window method to compute the scalar multiple as then there are much more
doublings than additions. Furthermore, Cohen, Miyaji, and Ono investigate mixed coordinates,
i.e. depending on the costs of inversions relative to multiplications they propose different sets of
coordinates for the precomputations, the additions and the general doublings.

1.2 Situation for Genus 2 Curves

In this paper we try to mimic the approach to elliptic curves to generalize it to hyperelliptic curves.
For genus 2 curves explicit formulae were first considered by Spallek [35] and by Krieger [16]. The
first practical formulae were obtained by Harley [13], which were generalized to even characteristic
by Lange [18]; an improvement of the former paper can be found in Matsuo, Chao, and Tsujii
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[27]. A significant improvement was obtained independently by Takahashi [38] and Miyamoto, Doi,
Matsuo, Chao, and Tsujii [30]; this was generalized to even characteristic in [37] and independently
in [19]. The second reference allows more general curves and manages to trade more multiplications
for squarings which is desirable for characteristic two implementations. All these formulae involve
(at least) 1 inversion per addition or doubling respectively. In some environments inversions are
extremely time or space critical. An example are smart cards, as usually multiplications are opti-
mized there, whereas divisions are very slow — even with coprocessors .

So far there is only one article on other than affine coordinate systems for genus two curves by
Miyamoto, Doi, Matsuo, Chao, and Tsujii [30]. In [20] we take a similar approach obtaining better
running times and also allowing even characteristic for the finite field. To have a short term we
call the usual representation ’affine’ and the new one ’projective’ due to the resemblance with the
elliptic case. A milestone on the road towards hyperelliptic curve cryptography in real life is Kim
Nguyen’s implementation on a FameXE of Lange’s projective formulae reported at ECC 2002 -
Workshop on elliptic curve cryptography, Essen. This is the first implementation for an embedded
system using inversion-free coordinates which shows hyperelliptic curves to be competitive with
elliptic curves.

We introduce a further set of coordinates, which we call new coordinates. Like the projective
coordinates they allow to avoid inversions in the group operations but the doublings are faster.
For both these sets we only treat the main cases as the other generalize easily. Because they are
needed with very low probability they could even be skipped for an actual implementation. This
is possible as no division by zero can occur and a simple check at the end of the computation is
enough to guarantee the correctness of the result.

For the new coordinates we need to treat odd and even characteristic separately as they need
different ways of optimization. The consideration of even characteristic is done in the Appendix.
We conclude each study by a comparison of the arithmetic in the different systems and also treat
mixed coordinates, i.e. allow different sets of coordinates for the precomputations, main doublings
and additions to achieve the lowest complexity. Certainly the actual choice for an implementation
heavily depends on the cost of inversions relative to multiplications and on the number of (online)
precomputations one is willing to store.

Since the submission of this paper some new results were obtained which we state here. For curves
over prime fields Avanzi [1] did a complete comparison of the speed of scalar multiplication. He
considers curves of genus one, two and three and compares the different coordinate systems available
using different windowing methods. In [29] Mishra and Sakar obtained a parallel version of the
arithmetic, Avanzi, Lange and Mishra [2, 23] consider resistance against side channel attacks and
Duquesne and Lange [8, 22] generalized Montgomery arithmetic to genus two curves over fields of
odd characteristic. The explicit formulae have now also been implemented on FPGAs [9, 3, 40, 39].
In even characteristic the doubling algorithm was improved for curves of special type, i.e. curves
having at some coefficients equal to zero, in [5, 33, 25].

The remainder of this paper is organized as follows: We first give a short introduction to the math-
ematical background of hyperelliptic curves and present the standard algorithms to do arithmetic
in the ideal class group. This is the group used in the computations to have an efficient way of
computing and storing the elements. It is isomorphic to the Jacobian of the curve. To make the
steps explicit we need not consider all different inputs. For the usual set of coordinates we present
the explicit formulae which are faster than the usual algorithms, along with the analysis of the
number of operations and a proof for their correctness. Then we present the respective algorithms
for projective and new coordinates.
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2 Mathematical Background on Elliptic and Hyperelliptic Curves

In this section we briefly sketch what is needed in the remainder of this paper. The interested reader
is referred to Menezes, Wu, and Zuccherato [28], Koblitz [15], Lorenzini [26], Stichtenoth [36], and
Frey and Lange [10] for more details and proofs.

Let IF; be a finite field of characteristic p, ¢ = p”, and let ]_Fq denote the algebraic closure of IF,.
Definition 2.1 Let I, (C)/IFF, be a quadratic function field defined via an equation
C:y® +h(x)y = f(2), (1)

where f(x) € Fy[z] is a monic polynomial of degree 2g + 1, h(z) € Fy[x] is a polynomial of degree
at most g, and there are no solutions (a,b) € I_Fq X ]_Fq which simultaneously satisfy the equation
b2 + h(a)b = f(a) and the partial derivative equations 2b + h(a) = 0 and h'(a)b — f'(a) = 0. The
curve C /Iy associated to this function field is called a hyperelliptic curve of genus g defined over
F,.

For our purposes it is enough to consider a point as an ordered pair (a,b) € ]Fz which satisfies
b2 +h(a)b = f(a). Besides these tuples there is one point co at infinity. The hyperelliptic involution
¢ maps (a,b) to (a,—b — h(a)) and leaves oo fixed.

A divisor D of C(FF,) is an element of the free abelian group over the points of C(IF,), e.g.
D= Zpec(pq) npP with np € Z and np = 0 for almost all points P. The degree of D is defined
as deg(D) = Y pec(r,)np- A divisor D is defined over Fy if o(D) = D for all o0 € Gal(IF/Fy).
To every element F' of the function field we can associate a divisor via the valuations at all
points of the curve div(F) = Y PeC(iy,) vp(F)P. These so called principal divisors are of degree
zero and form a subgroup of the group of degree zero divisors. The quotient group is called the
divisor class group. The function F, = (z — a) leads to a divisor div(F,) = P, + (P, — 200,
where P, = (a,b) € C(F,). Hence, we can achieve that we represent a divisor class by a divisor
D =3"_, P, — roo, where P; # oo and P; # «P; for i # j. Furthermore, one finds a representative
with r < g for each class. Note that D defined over I, does not imply that each P; is defined over
this field. If P; has F; as minimal field of definition then all [ conjugates of P; must also occur in
D. Therefore [ is bounded by g.

The maximal ideals of F,[x,y]/(y* + h(z)y — f(z)) have a basis consisting of two polynomials
and one can achieve that the first polynomial is in IFy[x], whereas the second one is of the form
y —v(x),v(x) € Fylz], since we reduce modulo a polynomial of degree 2 in y. Now we consider
the ideal class group, i.e. the ideals modulo the principal ideals. As the curve has only a single
point at infinity the ideal class group and the divisor class group are isomorphic. Furthermore,
they are isomorphic to the IFj-rational points of the Jacobian of the curve, a g-dimensional abelian
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variety. In Mumford [31][page 3.17] the following representation is introduced which makes explicit
the isomorphism between the ideal class group and divisor class group:

Theorem 2.2 (Mumford Representation)

Let the function field be given via the absolutely irreducible polynomial y*> + h(x)y — f(z), where
h, f € Fylz], deg f =2g+1, degh < g. Each nontrivial ideal class over IF, can be represented via
a unique ideal generated by u(x) and y —v(zx), u,v € Fylz]| , where

1. u is monic,
2. degv < degu < g,
3. ulv® +vh — f.

Let D = Yi_| P; — roo, where P; # 0o, P; # 1P} fori # j and r < g. Put P; = (a;,b;). Then
the corresponding ideal class is represented by u = [[;_i(x — a;) and if P; occurs n; times then

J .
(#) [p@? +v(@h(z) - f@)],_, =0, 0<j<n;—1.
The second part of the theorem means that for all points P; = (a;, b;) occurring in the support of D
we have u(a;) = 0 and the third condition guarantees that v(a;) = b; with appropriate multiplicity.

For short we denote this ideal by [u,v]. The inverse of a class is represented by [u, —h —v], where the
second polynomial is understood modulo u if necessary. The ideal class group over IF, is denoted
by CI(C/F,). The zero element of of CI(C'/F;) is represented by [1, 0].

3 Arithmetic using Cantor’s Algorithm

In this section we consider the group operation. Here we still deal with general hyperelliptic curves,
i.e. curves of arbitrary genus. Addition of divisor classes means multiplication of ideal classes,
which consists in a composition of the ideals and a first reduction to a basis of two polynomials.
The output of this algorithm is said to be semi-reduced. Then we need a second algorithm, which
is usually called reduction, to find the unique representative in the class referred to above. Such an
ideal is called reduced. Due to the work of Cantor [6] (for odd characteristic only) and Koblitz [14]
one has an efficient algorithm to perform these operations, which uses only polynomial arithmetic
over the finite field in which the ideal classes are defined. Even though the composition in the ideal
class group is multiplication, we write the group additively, as it has become common to speak
about addition and doubling (as opposed to multiplication and squaring) of classes like for points
on elliptic curves.

Algorithm 3.1 (Composition)
INPUT: Di = [ug,v1], D2 = [ug,v2], C:y*+h(z)y = f(x).
QUTPUT: D = [u, v] semi-reduced with D = D + Ds.

1. compute dy = ged(ug,ug) = ejuy + equsg;
2. compute d = ged(dy,v1 + va + h) = c1dy + ca(v1 + v2 + h);

3. let s1 = cieq, So = cres, S3 = Ca;
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4oou= g2

__ S1u1v2+saugv1+s3(vive+f)

mod u.

Algorithm 3.2 (Reduction)
INPUT: D = [u,v] semi-reduced.
QUTPUT: D’ = [u/, V'] reduced with D = D’'.

1. letu = f_”uﬁ, v/ = (—h —v) mod v/;

2. if degu’ > g put u =u',v="10;
goto step 1;

3. make v monic.

This algorithm provides a universal way of doing arithmetic in C1(C//IF,;) which applies to any genus
and characteristic. However, in a straightforward implementation several unneeded coefficients are
computed. Therefore, a careful study making the steps explicit is necessary. We deal with this in
the following section.

4 Explicit formulae

From now on we restrict our attention to curves of genus two. To derive explicit formulae, we first
give the case study of [18] investigating what can be the input of the composition algorithm and
proceed in considering these different cases. We determine the exact number of operations needed
to perform addition and doubling in the most frequent cases.

Unless stated otherwise the formulae hold independently of the characteristic, therefore we take
care of the signs; in characteristic two, 2y is understood as zero.

We fix the notation to refer to the coefficient of ' in a polynomial I(x) as ;.

4.1 Different Cases

Consider the composition step of Cantors Algorithm 3.1. The input are two classes represented by
two polynomials [u;, v;] each. As we consider curves of genus two the following holds by Theorem 2.2:

1. u; is monic,
2. degv; < degu; < 2,
3. wglv? + vih — f.
Without loss of generality let deguq < deg us.

1. wy is of degree zero, this is only possible in the case [u1,v1] = [1,0], i.e. for the zero element.
The result of the combination and reduction is the second class [ug, va].

2. If uy is of degree one, then either us is of degree one as well or it has full degree.

(a) Assume degug =1, 1i.e. u; = x + u;o and the v; are constant. Then if u; = us we obtain
for v1 = —va — h(—wuyp) the zero element [1,0] and for v; = v2 we double the divisor to
obtain

= (2)
= ((f'(=w10) — vil'(=w10))z + (f'(~u10) — vih'(=u10))u10)/(2v1 + h(—u10)) + v1.
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Otherwise the composition leads to u = ujug and
v = ((v2 — v1)z + vaurg — Viug0)/(Ur0 — U20).
In all cases the results are already reduced.
(b) Now let the second polynomial be of degree two, uy = 2% + ug1x + ugo. Then the
corresponding divisors are given by D1 = P; — oo and Dy = P, + Py — 200, P; # .

i. If ug(—u19) # 0 then P; and —P; do not occur in Dy. This case will be dealt with
below in Subsection 4.3.2.

ii. Otherwise if va(—u19) = v1 +h(—u19) then —P; occurs in Do and the resulting class
is given by u = x + ug1 — u19 and v = vo(—ug1 + u1g) as —ug; equals the sum of the
x-coordinates of the points.

Otherwise one first doubles [uy, v1] by (2) and then adds [x+ug2; —u10, v2(—u21 +u10)],
hence, reduces the problem to the case 2(b)i, unless Dy = 2P} — 200 where one first
doubles D9 as in 3(a)ii and then subtracts Dy using 2(b)i.

3. Let deguy = degug = 2.

(a) Let first u; = uz. This means that for an appropriate ordering D1 = Py + P, —200, Dy =
P3; + Py — 200 the z-coordinates of P; and P12 are equal.

i. If v; = —va — h mod u; then the result is [1,0].

ii. If v1 = vy then we are in the case in which we double a class of order different
from two and with first polynomial of full degree. Again we need to consider two
sub-cases:

If D1 = P;+ P> —200 where P is equal to its opposite, then the result is 2P and can

be computed like above. Py = (zp,,yp,) is equal to its opposite, iff h(zp,) = —2yp,.

To check for this case we compute the resultant of h + 2v; and uq.

A. If res(h 4 2v1,u1) # 0 then we are in the usual case where both points are not
equal to their opposite. This will be considered in Subsection 4.3.3.

B. Otherwise we compute the ged(h + 2v1,u1) = (z —xp,) to get the coordinate of
Py and double [z + ui1 + zp,,vi(—u11 — xp,)].

iii. Now we know that without loss of generality P; = P3 and P, # Py is the opposite
of Py. Let v; = v;1x + v;0, then the result 2P, is obtained by doubling
[ — (vi0 — v20)/(v21 — v11), v1((v10 — v20)/(vo1 — v11))] using (2).

(b) For the remaining case uj # ug, we need to consider the following possibilities.

i. If res(u1,u2) # 0 then no point of D; is equal to a point or its opposite in Dy. This
is the most frequent case. We deal with it in Subsection 4.3.1.

ii. If the above resultant is zero then ged(uy,u2) = ¢ — xp, and we know that either
Dy =P+ Py, — 200, Dy = P, + P3 — 200 or D5 contains the opposite of P; instead.
This can be checked by inserting xp, in both v; and va.

A. If the results are equal then we are in the first case and proceed by computing
D' = 2(P; — ), then D" = D'+ P, — 0o and finally D = D" + P; — oo by
the formulae in 2. We extract the coordinates of P, and P3 by Py = (—uq1 +
J;pl,vl(—un + l’pl)), Py = (—Um + (Epl,vg(—UQl + .Tpl)).

B. In case vi(xp,) # va(xp,) the result is P» + P35 — 200.

If one uses the resultant as recommended in 3(a)ii and 3(b)i then one needs to compute a greatest
common divisor as well, to extract the coordinates of P; when needed. However, most frequently
we are in the case of nonzero resultant and thus we save on average.
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4.2 Isomorphic Transformations

From the case study it is already obvious that the formulae depend on the equation of the curve.
To ease the exposition we now introduce some transformations leading to isomorphic curves which
might have an easier equation.

In odd characteristic upon application of the transformation y — y — h/2 one can always assume
h(z) = 0 . To satisfy the last condition of the definition it then suffices to have f squarefree.

For p # 5 the substitution & — = — f;/5 provides that the coefficient of z* in f can be taken equal
to zero.

In even characteristic A must be non-zero. For genus two we even have to guarantee that h is
non-constant as otherwise the resulting curve is supersingular (see Galbraith [11]) and thus the DL
problem is weaker than on an arbitrary curve. However, we note that recently supersingular curves
found applications in identity based cryptosystems (see e.g. [4, 11, 34]). As the following formulae
will depend heavily on the non-zero coefficients of the curve we consider transformations: Let first
deg h = 2. Then replacing

f3(f3 + hiha + f4h3) + f2h3 .

13 — h%x + fa
2

Yy — hgy + fahox +

and dividing the equation by hi® leads to ho = 1, and f; = f3 = fo = 0.

If degh = 1 we obtain f3 = 0 via y — y + f3/h12%. If additionally there exists a b such that

fsho + b?hy + bh? = fohy has a solution one can even achieve fo = 0 by y — y + f3/hiz? + ba.

Finally one has to ensure f4 = 0 by x — x + f; with the new f4, which does not touch f3 and f> as
= 2. Furthermore, with high probability one can achieve that hj is small by the transformation

x — a’z,y — a’y, where a € IF, is chosen such that hi/a® is small.

Remark 4.1 After the submission of this paper some more research revealed that for degh = 1
other changes of the curve equation lead to faster formulae, see [25].

4.3 Addition and Doubling

We now present in detail the algorithms for the cases left out above. These are the most common
cases. For the complexity estimates we always assume hy € {0,1} and f; = 0. If the curve is not
brought to this form some computations should be performed differently (e.g. so(so+hs2) instead of
S(2)+Soh2). We would like to stress that the formulae remain correct for other values of hs and fy, only
the operation count changes. Depending on the equation of the curve and the characteristic some
further transformations can save operations. Note, however, that these improvements are rather
immediate and therefore we do not list them separately. Finally, we mention that we only count
multiplications, squarings, and inversions as additions and subtractions are comparably cheap.

4.3.1 Addition in Most Common Case

In this case the two divisor classes to be combined consist of four points different from each other
and from each other’s negative. The results of the composition Algorithm 3.1 are u = ujus and
a polynomial v of degree < 3 satisfying u|v? + vh — f (see Theorem 2.2). As we started with
u;|v? + v;h — f we can obtain v using the Chinese Remainder Theorem:

v = v mod uq, (3)

v = w9 mod ug.
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Then we compute the resulting first polynomial v’ by making (f —vh—v2)/(uius) monic and taking
v/ = (=h — v mod ).

To optimize the computations we do not follow this literally. We now list the needed subexpressions
and then show that in fact we obtain the desired result.

ko= (f—v2h—v3)/us

s = (v1 —v2)/ug mod uy

Il = sug

u = (k—s(l+h+2v2))/u
v = w made monic
v/ = —h—(I+wv2) mod v

The divisions made to get k and u are exact divisions due to the definition of the polynomials. Let
us first verify that v =1+ v9 = s - ug + vo satisfies the system of equations (3). This is obvious for
the second equation. For the first one we consider v = sug+v9 = ((v1 —v2)/u2)uz+v2 = v1 mod uy.
Now we check that v = (f — vh — v?)/(uiu2) by expanding out

ulugu:ug(k—s(l+h+2v2)):f—vgh—vg—l(l—i—h)—2lvg:f—vh—v2.

In the course of computing we do not need all coefficients of the polynomials defined above. As
f=2>+ Z?:o fiz® is monic and of degree 5, us is monic of degree 2, degh < 2, and degvy = 1
we have that k = 23 + (f4 — uo1)2? + cx + ¢, where ¢, ¢ are some constants. In the computation
of u we divide an expression involving k& by a polynomial of degree 2, thus we only need the above
known part of k. In the computation of a product of polynomials we use the following Karatsuba
style formula to save one multiplication:

(az +b)(cx + d) = acz® + ((a +b)(c + d) — ac — bd)x + bd.
To reduce a polynomial of degree 3 modulo a monic one of degree 2 we use
az® +bx? +cx +d=(c— (i+j)(a+ (b—ia)) +ia+ j(b—ia))z+d— j(b—ia) mod 2 + iz + j

using only 3 multiplications instead of four. Furthermore, we use an almost inverse in the computa-
tion of s and compute rs instead, where r is the resultant of u; and wug, postponing and combining
the inversion of r with that of s. This leads us to consider a further subcase, namely degs = 1.

In the following table we list the intermediate steps together with the number of multiplications
(M), squarings (S) and inversions (I) needed. The names of the intermediate variables refer to the
above computations. A dash ’ indicates changes relative to there. For an actual implementation
less variables are needed, however, we favored readability by humans in this exposition.

In the case study we have already computed the resultant of u; and ue when we arrive at this
algorithm. Hence, we can assume that iy = ug mod uj and res(tiz,u;) are known. However, we
include the costs in the table, as we use these expressions to compute 1/t mod u;.

The following table presents the complete addition formula. We apply the trick introduced by
Takahashi [38] to use a monic s”. Note that our algorithm needs the same number of operations
(assuming M=S) as his but manages to trade one more multiplication for a squaring which might
be advantageous for implementations.
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For even characteristic the independent work [37] needs the same number of operations but con-
siders only the case of degh = 2. Furthermore, in even characteristic squarings are much cheaper

than multiplications and therefore our algorithm is faster.

multiplication in Step 6.

If hy = 1 our algorithm saves one

Addition, degu; = deguy = 2
Input [ul, Ul], [UQ, 1}2], U; = .1'2 + U1 + U0, Vi = Vi1T + Vio
Output | [/, 0] = [ug,v1] + [ug, ve]
Step | Expression Operations

1 compute resultant r of uq, uo: 1S, 3M
Z1 = U1l — U21, Z2 = U20 — U10, 23 = U121 + 22;
r = 2923 + Z%ulo;

2 compute almost inverse of uy modulo u; (inv = r/ug mod uy):
1YL = 21, 1NV = 23;

3 compute s’ = rs = (v; — va)inv mod uy: 5M
wo = V10 — V20, W1 = V1] — V21, W2 = iNVWQ, W3 = INVIW1;
sh = (invg + inv1)(wo + w1) — wa — w3 (1 + u11), s = wa2 — ujws;
if s} = 0 see below

4 compute s’ =z + s9/s1 =z + s/} and s1: I, 2S, 5M
wy = (rsh) U= 1/r2s1), we = rwi (= 1/8), w3 = S’%wl(: $1);
wy = rwo(=1/51), ws = w3, sf = shws;

5 compute I = s"uy = 2% + lha? + I + I: 2M
Iy = ug1 + 85, 1] = w2185 + w20, ly = u208(

6 compute v’ = (s(I + h + 2v2) — k) /uy = 2% + vz + uj: 3M
u6 = (86/ — un)(sg — 21+ h2w4) — U0 + l/1 + (hl + 21)21)71)4 + <2UQ1 + 21— f4)w5;
u) = 28 — z1 + hawy — ws;

7 compute v/ = —h — (I 4+ v2) mod v’ = viz + v|: 4M
wy =l —ul, we = vjwy + uy — I, v} = wows — vo1 — hy + houl;
wy = ugwy — lj, vy = waws — vag — ho + hauy;

| total I, 3S, 22M |
Special case s = sg

4 compute s: I, M
inv=1/r, so = syinv;

5 compute v’ = (k — s(l + h + 2v2)) /u1 = = + ug: S
uy = f1— ug1 — w11 — S5 — soho;

6’ compute v/ = —h — (I + v2) mod v’ = v}: 2M
w1 = so(u21 + ug) + h1 + va1 + haug, we = so + va0 + ho;
V) = upw — wa;

| total I, 2S, 11M |

4.3.2 Addition in Case degu; =1, degug =2

We now treat the case of Section 4.1 in which for u; = x + w19 we have that ug(—uig) # 0.

In principle we follow the same algorithm as stated in the previous subsection. But to obtain u we
divide by a polynomial of degree one, therefore we need an additional coefficient of k and save a
lot in the other operations. The next table shows that this case is much cheaper than the general
one, however it is not too likely to happen like all special cases.
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Addition, degu; = 1,deguy =2

Input | [ug,v1], [ug, va],u1 = + uip, ug = 2 + unx + ugp, V1 = V10, V2 = V2T + V2o
Output | [/, 0] = [ug,v1] + [ug, ve]
Step | Expression Operations
1 compute r = us mod uq: M
T =1Uu20 — (u21 - Ulo)ulo;
2 compute inverse of uo modulo uq: I
inv=1/r
3 compute s = (v] — vg)inv mod uj: 2M
50 = inv(vip — V20 — V21U10);
4 compute | = sus = sz + Lz + lo: 2M
l1 = soua1, lo = sou20;
5 compute k = (f — vah — v3)/ug = 2° + kox? + k12 + ko: M
ko = fa— o1, k1 = f3 — (fa — u21)u21 — varhe — u2p;
6 compute u' = (k — s(l + h + 2v2)) /u1 = x? + v}z + uf: S, 2M
u) = ko — 5(2) — spha — uq0;
uy = k1 — so(l1 + h1 + 2v21) — uroul;
7 compute v/ = —h — (I 4+ v2) mod v’ = viz + v{: 2M
vy = (ha + so)uj — (h1 + 11 + v21);
’06 = (hz + So)u{) — (ho + g+ UQ(]);

‘ total IS, 10 M ‘

4.3.3 Doubling

The above case study left open how one computes the double of a class where the first polynomial
has degree two and both points of the representing divisor are not equal to their opposites. Put
u = 2%+ uir + ug, v = vix + vg. Composing [u,v] with itself should result in a class [tnew, Vnew,
where

2

Upew = U,
Unew = ¥ mod u, (4)
Unew | U121ew + Unewh — f. (5)

Then this class is reduced to obtain [u/,v']. We use the following subexpressions:

E = (f—hv—12)/u

s = k/(h+2v) mod u

Il = su

i = s2—((h+2v)s—k)/u
v = 4 made monic

vV = —h—(l+v)mod

Note that like above we do not compute the semi-reduced divisor explicitely, here
Unew = | + v = su+ v. Hence, we see that (4) holds. To prove (5) we consider
V2. + Vnewh — f =12 +2lv +v? + hl + hv — f = s?u® + u(s(h + 2v) — k)

and
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(h+2v)s —k = (h+2v)k/(h+ 2v) — k = 0 mod u.

Finally, one finds by

('Ugew + Vnewh — f)/unew = (S2U2 + (h + 2U)Su — ku)/u2

that w is in fact obtained as described in the reduction algorithm.
Unlike in the addition case we now need the exact polynomial k to compute D. For the doublings
it is necessary to separately count the operations for odd and even characteristic. The formulae on
the left are most general but for an actual implementation they should be modified according to
the remarks below. For odd characteristic we assume h = 0.

12

Doubling, degu = 2
Input | [u,v],u = 2% + uix + ug, v = viz + Vo
Output | [uv/,v'] = 2[u, v]
Step Expression odd even
1 compute 0 = (h + 2v) mod u = 1z + Vy:
01 = h1 + 2v1 — hauy, V9 = ho + 2vy — hauo;

2 compute resultant r =res(v, u): 2S, 3M 2S, 3M
wo = V3, wy = u, wy = V3, w3 = w01, T = upws + Vo (To — w3); (we = 4wy) | (see below)

3 compute almost inverse inv’ = invr:
invy = —01, inv) = Uy — ws;

4 compute k' = (f — hv — v?)/u mod u = kjz + kj: 1M 2M
w3 = f3 + wi, wy = 2ug, ky = 2(w1 — faur) + w3 — wy — havy; (see below)
ko = u1(2ws — w3 + faur + hovr) + f2 — wo — 2fgug — h1vi — havo;

5 compute s’ = k’inv’ mod u: 5M 5M
wo = kyinvy, wy = kjinvl;
sy = (invy + invy) (kg + k1) — wo — w1 (1 + u1), sp = wo — upwy;

If 51 = 0 see below

6 compute s’ = x + so/s1 and s1: I, 2S, 5M I, 2S, 5M
wi = 1/(rs})) (= 1/12s1), wa = rwi (= 1/5)), ws = s"2wi (= s1);
wy = rwa(=1/s1), ws = w3, sf = shws;

7 compute I’ = s"u = x3 + lha? + ljz + lj): 2M 2M
lh =y + s3, If =uisf + uo, Il = upsg;

8 compute v’ = s + (h + 2v)s/u+ (v? + hv — f)/u*: S, 2M S, M
u6 = 882 + w4(h2(36’ — U1) + 2v1 + h1) + w5(2u1 — f4);

u) = 28 + hawy — ws;

9 compute v = —h — (I + v) mod v’ = viz + vy: AM 4M
wy =l — uf, we = wjwy + uy — 1, v} = wews — vy — hy + houl;
wy = ugwy — lj, vy, = waws — vy — ho + hauy;

| total | | 1,5S,22M | I, 58,22 M |
Special case s = sg

6’ compute s and precomputations: 1,2M I,2M
wy = 1/r, sop = shwi, wa = upso + vo + ho;

7 compute v/ = (f — hv — v?)/u? — (h + 2v)s/u — s°: S S
uly = f1— 8% — soha — 2us;

g compute v/ = —h — (su + v) mod u': 2M 2M
w1 = so(u1 — ufy) — h3ul +v1 + hy, vh = uhw — wo;

total | | 1,3S,13M | I, 3S, 14M |
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Remarks:

1. Compared to [38, 37] we have the same number of operations (assuming M=S) but our
formulae trade 4 more multiplications for squarings which is a significant speed-up in even
characteristic. Furthermore, we consider a more general defining equation.

2. In even characteristic we can skip the computation of wg in Step 2 and then compute kj =
w1 (ws + faug + havy) + fa +vi(vi + h1) + hovo. In uf we get faws for free.

3. If hy = 0 then wy = h2. This squaring can be precomputed as it is fixed for the curve.

4. If one is willing to fix the curve and allow some special choices it is possible to reduce the
number of operations significantly [25]. For binary Koblitz curves see also [24].

5 Projective Coordinates

So far, in the process of computation one inversion is required for each addition or doubling. Now,
instead of following this line, we introduce a further coordinate called Z like for elliptic curves and
let the quintuple [Uy, Uy, V1, Vo, Z] stand for [2% + Uy /Z x + Uy /Z,V1/Z x + Vi /Z]. If the output of
a scalar multiplication should be in the usual affine representation we need one inversion and four
multiplications at the end of the computations. We now proceed in investigating the arithmetic in
the main cases.

This idea was first proposed for genus two curves in [30] and then largely improved and generalized
by the author in [20].

5.1 Addition

Here we consider the case that we add two classes both in projective representation. This is needed
if the whole system avoids inversion and classes are transmitted using the quintuple representation,
or if during the verification of a signature intermediate results should be added, or when using
precomputations given in projective representation. Obviously this algorithm also works for affine
inputs if one writes [u1,v1] as [u11, w10, v11, V10, 1]. The number of operations in the following table
refers to odd characteristic or to h; € {0, 1} respectively. For even characteristic see the remark
below. Numbers in brackets refer to the case, that the first input is affine, i.e. has Z; = 1. A more
careful implementation of this case allows to save some further multiplications (see [20]), namely
then one additions needs 3S, 40M in odd characteristic.
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Addition
Input | [U11, Uro, V11, Vio, Z1], [Uat, Uao, Va1, Vao, Zo]
Output [U{, U(l), Vll, VOI, Zl] = [U117 Uio, V11, V1o, Zl] + [U21, Usg, Vo1, Voo, Zg]
Step | Expression Operations
1 precomputation: 5M
Z = Z1Zs, Usy = Z1Un1, Usg = Z1Usg, Vo1 = Z1Var, Vag = Z1 Vap; )
2 compute resultant r of Uy, Us: 1S, 6M
21 = Un1Zs — Uni, 22 = Usg — U102, 23 = U121 + 2221; (1S, 5M)
r = 2923 + Z%Ulo;
3 compute almost inverse of us modulo u; :
U] = 21, thug = 23;
4 compute s: SM
wy = VioZz — Vag, w1 = Vi1 Z2 — Va1, wa = invgwo, w3 = inviw; (T™M)
S1 = (i’l’LUO + Zlinvl)(wo + wl) — Wy — ZU3(Zl + UH);
50 = wa — Uyows;
If s1 = 0 different case
5 precomputations: 1S, 9M
R=Zr, so =804, s3 =512, R = Rs3, t = 81(21 + ~21);
S3 = S%, S = sgs1, S = s3s1, S = sps3, R = RS, hy = h17;
6 compute [: 3M
lyg = SU21~, lo = SUsy, 11 = (S + S)(Uzl + UQQ) — 1y —lp;
Iy =1y + 5;
7 compute U’: 2S, T™M
Uy = s3 + s121(t — 280) + 205+ (see below)
R(hQ(Sp —t) + s1(h1 + 2Va1) + r(z1 + 2U21 — fuZ));
U{ =25 — 521 + th — RZ;
8 precomputations: 4M
log =19 — U{, wo = Uélg — S3ly, wy = U{lg + Sg(Ué — ll);
9 adjust: 3M
Z' = RSs, U, = RU|, U, = RU};
10 compute V' 2M
Vi = wo + hoU}) — RVag — ho Z';
V] = wi + haUj — R(Va1 + hy);
total 48, 47TM (4S, 40M) |

14

Remark: In characteristic 2 we need 2 more multiplications leading to 4S, 49M (4S, 39M). Note,
that we present only the most general formulae — consideration of the special choices will improve
the efficiency.

5.2 Doubling

For the doubling algorithm the input is almost always in projective representation. Like before we
list the number of operations for odd and even characteristic separately. In the odd case h = 0

otherwise he € {0,1}, f3 = 0. Multiplications by f; are not counted in any case. The formulae

might be performed differently for even characteristic (see remarks below).
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Doubling
Input [Ul,Uo,Vl,Vo,Z]
Output | [U7, Uy, V{, Vi, Z'] = 2[U1, Uy, V1, Vi, Z]
Step Expression odd even

1 compute resultant and precomputations: 3S, 4M 4S, 6M
Blzh1Z7 iLOZhQZ, Z2:Z2,‘~/1:ﬁ1+2v1—h2U1; (w2:4w0)

Vo = ho + 2Vy — hally, wo = V2, wy = U}, wa = Vi
w3 = VoZ — U1 Vi, 7 = Vows + waUp;

2 compute almost inverse:
nu] = —f/l, INvy = wWs;

3 compute k: 5M 5M
wg = f3Zy + w1, wy = 2Up; (see below) | (see below)
k1 = 2wy +ws — Z(W4 + 2f,U1 + thl);
ko = Ui(Z(2wg + faUy + hoVi) — w3)

+Z(Z(f2Z — Vih1 — Voha — 2f4Up) — wo)

4 compute s = kinv mod u: ™ ™
wqy = kginvg, w1 = k1invy;
sg = (invg + invy) (ko + k1) — wo — (1 4+ Up)w;
s1 = 8324, sg = wg — LUgwy;

If s = 0 different case

5 precomputations: 2S, 6M 2S, 6M
R = ZQ?", R = RSl, 51 e 8%, So — 8[2), t= hQS();

S$1 = S183, S = S0S3, S = S04, R = Rsl;

6 compute [: 3M 3M
lo = Uysi, lo = Upso, li = (s1+ s0) (Ui + Up) — o — lo;

7 compute U': 18, 4M 18, 2M
Uy = So + R(s3(2V1 — holUy + h1) +t + Zr(2U; — f12));

U = 2S + hyR — R

8 precomputations: 4M 4M
lb=1+5— U{, wo = Uélg — Silp, w1 = U{lz + Sl(Ué —1l);

9 adjust: 3M 3M
7' = SiR, U, = RU|, U, = RU};

10 compute V': 2M 2M
VOI = wo + hQU() — E(VO — ilo);

Vll = wi + hQU{ — R(Vl — iLl);
| total 6S, 38M | 7S, <38M |
Remarks:

1. First of all one notices that doublings are much faster than general additions; this is espe-
cially interesting as doubling occur much more frequently than additions in any algorithm to
compute scalar multiples, most striking in windowing methods.

2. In odd characteristic and for fq = 0, Step 3 is computed as kg = U1 (2Zws—w3)+Z(foZ2—wp)
as Zwy is already obtained during the computation of k.

3. For p = 2 the following alternatives allow to obtain the stated complexity (we mention those
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which are not completely obvious) leading to < 38M.

(a) In Step 3 as f3 = 0 one needs not compute Zofs. We get k1 = w3 + hoZV;. If
degh = 2 we have fo = 0 and get ko = Uik + Zs(haVy + hiV1) + Zwy, otherwise
ko = Uik + Z(f2Zs + Vihi + wy).

(b) Furthermore,~U6 can be computed with only two multiplications as Uy = Sy +
R(Sg(hQUl + hl) + t).

(¢) If hy = 0 and the number of multiplications can even be reduced to 36M: In Step 3, the
multiplication to obtain k; vanishes and U} = Sy + h1 R and U] = R? using only 1S, 1M.

4. Using binary Koblitz curves one has h, f € Fa[z], thus multiplications by the coefficients need
not be counted at all.
Combining with what was said above, the number of operations for a doubling in this case is
6S, 34M for hy = 1 and with hs = 0 even 6S, 31M.

It is interesting to note that the value of the additional coordinate Z’ was not kept minimal. One
could have avoided (at least) a factor of Z?Z, of the denominator in the addition and of Z in the
doubling. However, as we tried to minimize the number of operations, we allowed the larger value
of Z4rs$ in both cases as this proved to be more efficient. Besides one sees that U] and U}, have to
be adjusted to have the same (larger) denominator Z" as V{, Vj.

6 New Coordinates

As we just noticed the denominator of the V;’s differs from that of the U;’s. This leads us to
consider a further set of coordinates. Here, we suggest to let [Uy, Uy, Vi, Vo, Z1, Z2] correspond to
the affine point [22 + Uy /Z% x + Uo/Z3, V1 /(Z3Z2) x + Vi /(Z3 Z3)]. This means that now a point
corresponds to a sextuple, thus one needs one more entry than for projective coordinates. Such
coordinate systems are called weighted coordinates. This is the first proposal of such a system for
hyperelliptic curves. For elliptic curves this corresponds to Jacobian coordinates. Compared to the
case of elliptic curves, for equal security the entries for ¢ = 2 are of only half the size, thus the
space requirements are similar.

Here, we treat only the case of odd characteristic. The considerations for p = 2 can be found
in the appendix. As usual we assume h(z) = 0 and f; = 0; this time we do not include these
coefficients in the formulae. To increase the performance we enlarge the set of coordinates to
[U1,Uo, V1, Vo, Z1, Za, 21, 23], where 21 = Z%, 20 = Z2. These additional entries are computed any-
way during each addition or doubling and keeping them saves in the following operation. Both
addition and doubling profit from z; whereas z, is only used for the doublings. As additions occur
asymptotically at most half as often as doublings we do not include Z;Z5 which would be useful
for additions, because it is not useful in doublings and is not automatically computed.

If space is more restricted such that we can only use the sextuple of coordinates, we need
two extra squarings in the first step of the doubling or addition. We first list the algorithm
to add two points in these coordinates and then consider doubling. Finally, we put together
these algorithms to compute scalar multiples, also paying attention to other systems of coordinates.

These new coordinates were first proposed by the author; they generalize the concepts of Jacobian,
Chudnovsky Jacobian and modified Jacobian coordinates from elliptic to hyperelliptic curves. The
respective counterparts can be seen if one varies the additional coordinates — the original Jacobian
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coordinates correspond to allowing only Zi, Zs. In the following we state the most efficient algo-
rithms, the additional coordinates become more and more useful with the increase of the window
size in scalar multiplications and hence they form the counterpart to modified Jacobian coordinates.
The topic of which coordinates to choose in which system is treated further in Section 7.

6.1 Addition

If one computes a scalar multiple of a point given in affine coordinates and has the intermediate
results not-normalized, then in the addition the intermediate result enters in the new weighted
coordinates whereas the other class enters always as [Uj1, Uig, Vi1, Vio,1,1,1,1]. The number in
brackets refer to this (cheaper) case. For an algorithm devoted to this case see [21]. It needs only
5S and 36M. To save space we skip the comments and do not list the in- and output. They are
equal to those in the previous tables.

Addition, odd characteristic

Step | Expression Operations

L | 213 = 211212, 223 = Z21Z22, Z12 = 211713, 222 = 221223; 8M (2M)
U1 = Uzy 211, Usg = Unpz11, Vo1 = Va1212, Voo = Vopz12;

2 | y1 = Unizor — Ua1, Yo = Uzp — Uro221, y3 = Un1y1 + y2211; 4S, 11M

r = yays + yiUo; (35, 8M)

Zh = Z11 o1, Zo = Z19Za9, Zy = Z8, Zo = ZoZy, Zo = Zor;
Zh =757y, Zy = 73, 2y = Z;

3 U] = Y1, 1NVy = Y3;

4 | wo = Vigzaz — Voo, w1 = Vi1299 — Vo1, wo = invowp, w3 = inviws; 8M (7TM)
51 = (invg + z11invr) (wo + wi) — we — w3(211 + Ut1);
50 = we — Urpws;

5 S1 = S%, S() = SoZl, Zi = 8121, S = Z{S(), So = Sg; 3S, 6M
R=1rZ, s0 =502}, s1 =812}, 2} = Z{%;

6 | lo =s1Ua1, lo = soUs0, L1 = (s0 + 51) (U0 + Ua21) — lop — lo; 3M
lo =10+ 5;

7| V{ = RVa; 6M

Ul = So 4 y1(S1(y1 + Uar) — 250) + yas1 + 2V + (2Us1 + y1) Zo;
Ul =28 — y181 — 2b;

8 lo =19 — U{, wo = ZQU(/), w1 = l2U{; 2M
0 |V =wi — AL+ V] — ), Vg = wo— #4(lo + RVav); el
[ total 7S, 47TM (68, 37TM) |

6.2 Doubling

The formulae for doubling make obvious why we include zo = Z5 as well. If space is very limited
such that one cannot apply windowing methods at all, this is the first coordinate to drop if one
needs to restrict the algorithm. Still any binary method is fastest when including z».
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Doubling, odd characteristic

Step | Expression Operations
1 UQZUOZ]_,U)OZ‘/IQ, w1:U12, wgz%zl—Ul‘/l; 38, &M
r = on() + V()wg, ZQ = ZQY’, ZQ = 2221, Zé = 22221, ZQ = 222,
2 inv, = —Vq, invg = ws;
3 | z3=2}, w3= fzz+ wi, k1 = 22(2(w1 — Uo) + w3); 15, 6M
23 = 2321, ko = 22(U1(4Up — w3) + 23 f2) — wo;
4 woy = koinvy, w1 = k1invy; 5M

s1 = (invg + inwvy) (ko + k1) — wo — w1 (1 4+ Ur), so = wo — w1 Up;
If s = 0 different case

5 | So=s2 Z) =s121, 2, = Z}%, S = s0Z}; 3S, 5M
R=rZ, 24 = ZR so = sos1, 81 = Z}s1;

6 lo = s1U1, lg = soUp, 1 = (So—i-sl)(Uo—i-Ul)—lo—lQ; 3M
la =13+ 5;

7 V{ = RV, U(/J = So + 4(V{ + 225U), U] = 25 — 2b; 2M

8 lg = lg - U{, woy = ZQU(/), w1 = ZQU{; 2M

9 |V =w —2(lh +2V] = U}), Vg = wo — 21(lo + 2RVp); 3M

‘ total 7S, 34M ‘

7 Different Sets of Coordinates in Odd Characteristic

So far we have given algorithms to perform the computations within one system and briefly men-
tioned additions involving one input in affine coordinates. Now we are concerned with mixes of
coordinate systems. To have suitable abbreviations, we denote by C; 4+ Cy = C3 the computation of
an addition, where the first input is in coordinate system Cy, the second in Cs and the output is in
Cs. Similarly, 2C; = Cy denotes a doubling with input in system C; and output in Cy. We denote
the affine system by A, the projective by P and the new by A. In the following we estimate the
costs of computing scalar multiples using various systems of coordinates. To have the figures in
mind, the following Table 1 lists the costs for the most useful additions and doublings.

7.1 Scalar Multiples in Odd Characteristic

In this section we concentrate on the computation of k-folds kD, where k is an integer and D is an
ideal class. For references how to compute the respective expansions of k see [7] and the references
given therein.

Let £ = |logy k], i.e. k= f:o k;2*. The direct approach to compute kD for a given class D is to
use binary double-and-add starting with the most significant bit of k. For every k; = 1 we need to
perform an addition as well as a doubling, for a 0 one only doubles. The density, i.e. the number
of ones in the expansion divided by the length, is asymptotically 1/2.

Here we deal with the ideal class group of hyperelliptic curves and the negative of a class is obtained
by negating the coordinates V; or v; respectively. Hence, signed binary expansions are useful. They
have the lower density of 1/3 if one uses a NAF (non-adjacent form) of the multiplier, and are
approximately of the same length.

If we can afford some precomputations, windowing methods provide better performance; we consider
signed expansions here. Let the window be of width w. The expansions we consider are of the form

k= 2ko (k1 (.. k=1 QR W [w] + W — 1)) ---) + W0]),
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Table 1: Addition and Doubling in Different Systems, Odd Characteristic

Doubling Addition
operation ‘ costs || operation ‘ costs
2N =P 7S,38M | N+ N =P 7S, 51M
2P =P 6S,38M | N+P =P 4S, 51M
N =N 7S,34M | N+ N =N 7S, 4TM
2P =N 6S,34M | N +P =N 4S, 48M

P+P="P 4S, 4TM
P+P=N 4S, 44M
A+N =P 5S, 40M
A+P="P 3S, 40M
A+N =N 55, 36M
A+P =N 3S, 3TM
2A=A 11,55, 22M | A+ A=A | 11, 3S, 22M

Table 2: Without Precomputations, Odd Characteristic

’ Systems ‘ Cost ‘
2A=A, A+ A=A | ¢/3(41, 18S, 88M)
N =N, A+ N =N | £/3(26S, 138M)
N =N, N+P=N| £/3(25S, 149M)

where Wi] is an odd integer in the range —2% +1 < W(i] < 2% —1 for all ¢, W[v] > 0, ko > 0 and
k; >w+1fori>1.

We first consider systems without precomputations and then investigate good matches of coor-
dinate systems for windowing methods. The reason for treating these cases separately is that
for precomputations the addition will involve the set of coordinates which is advantageous for
the precomputations, whereas in the system without precomputations this choice depends on the
efficiency of the mixed addition only.

No Precomputations In this approach we perform approximately ¢ doublings and ¢/3 additions
per scalar multiple of length £. Table 2 lists the number of operations depending on the coordinate
system, details are given below. We assume ¢ to be large and therefore leave out the costs for the
initial moving from one system to the other as they occur only once. However, note that except for
the first line, where inversions are assumed to be cheap, this conversion involves no divisions.

If inversions are relatively cheap, affine coordinates provide the best performance, thus, if the class
is given in a non-normalized system we first normalize it. This takes 11, 4M for P — A and 11, TM
for N'— A. Then we double ¢ times and add on average ¢/3 times using ¢/3(41, 18S, 88M).
Otherwise, for affine input the new system is best, as the most common operation (doubling) is
cheaper than in any other fixed system and the mixed addition is also fast.

If the input is in P and inversions are very expensive, we need to find two systems C; and Cs such
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Table 3: Precomputations, Odd Characteristic

‘ System H 1 ‘ S ‘ M ‘
A 20l pw—2] 3.2 45w—-8 | 222 t+w-—-2)
A w 3-20" 145w —8 | 25-2%"1 4+ 22w — 50
A 1 5-2¢"1 4 6w —11 | 48 -2¥~1 4 38w — 89
P 5.20 T 1 6w—11 | 45-2%~1 4 38w — 83

that 2C; = Cq, 2C; = C9 and Cy + P = C; are as cheap as possible, the first being the most frequent
operation. By Table 1 we choose C; = N. For C5 it is equal to choose N or P, therefore we use N’
to save some bookkeeping. Thus the first doubling is done as 2P = A and all further as 2A = N.
There are approximately ¢ doublings 2/ = N and ¢/3 additions N+ P = N leading to ¢/3(25S,
149M).

If the input is in new coordinates we do the same except that the first doubling is 2N = N needing
1 more S and we use 4M for N' — P of the initial point.

To compare, using only projective coordinates we would need ¢/3(23S, 156M) and only new
coordinates results in £/3(28S, 149M), thus mixing the coordinate systems is advantageous.

Windowing Methods To obtain the table of precomputed values, i.e. all multiples W[i|D for
1 < WJi] <2% —1, W[i] odd, we need w — 1 doublings and 2*~! — 1 additions.

Like before we distinguish cases depending on the relative cost of inversions. If inversions are
not too expensive, the precomputations are performed in affine coordinates. To still trade off
some inversions for multiplications, we make use of Montgomery’s trick of simultaneous inversions.
Like in [7] we first compute 2D, then (3D,4D), then (5D,7D,8D), ... ,((2*"2+1)D,..., (2w~ —
1)D,2%71D), and finally ((2*~! + 1)D,...,(2¥ — 1)D), where each sequence involves only 1I.
Computing m inversions simultaneously is done by 11, 3(m — 1)M. Thus we need

wl, w — 1 class-doublings, 2¥~! — 1 class-additions, and 3(2*~! — 2) extra M.

As most of the operations for the precomputations are additions, we choose projective coordinates
P if we want to perform the precomputations avoiding inversions. Table 1 shows that additions
involving at least one point in affine coordinates and leading to inversion free coordinates are much
faster than those involving two non-affine points. Therefore, it can be useful to allow some more
multiplications and 1 inversion to transform the precomputed points to affine coordinates. The costs
for these three approaches leading to A and also for precomputations in P are listed in Table 3.
If inversions are cheap we stick to the affine system to compute the scalar multiplication. If we can
afford the w inversions (or one more for non-affine input) to do the precomputations in affine, we use
the new system for doublings, and perform the additions using the new mixed system A+ N = N.
Finally, if inversions are very expensive, the best match is obtained if one uses projective coordinates
for the precomputations, and the doublings are performed as 2N = A. Then the addition is done
as N + P = N. This approach is equal to that of the previous subsection with non-affine input.
Again, here we did not need a second system Co for doublings.

In the main loop we perform K = >77_,k; doublings and v additions. To ease the formulae, we
assume K =0 —w/2+60,v=({—w/2—0)/(w+2), where 0 =1/2—1/(w+2). Let n =¢ —w/2.
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Table 4: Windowing Method, Odd Characteristic

‘Systems H 1 ‘ S ‘ M ‘
QA=A A+ A=A [[n+0+25|5n+0)+327 ] 22(n+0+25)
N =N, A+ N =N T(n+0) +52=7% | 34(n +6) + 362=5
IN=N,N+P=N T(n+0) +428 | 34(n +6) + 4729

The costs are listed in Table 4. Some more computations can be saved using the tricks of [7]. Again
we leave out the initial costs for conversions. For the precomputations see Table 3.

8 Conclusion and Outlook

As mentioned before one can save some constant number of operations in considering the first and
last additions separately. This is worthwhile for an implementation where the system of coordinates
of the input and output are fixed.

Since for hyperelliptic curve cryptography the finite field is of only half the bit size of that for
elliptic curve cryptography, the field operations are 3 to 4 times faster. Comparing the results with
the similar ones for elliptic curves one can assume that the complexity of scalar multiplications is
similar. [19] compares timings for genus 1 and 2 using standard long integer libraries. However,
as the integers considered here are rather small the comparison is biased. Avanzi [1] shows that
genus 2 curves are competitive with elliptic curves over prime fields, both using affine and inversion
free coordinate systems. His implementation uses a tailored long integer library suited for these
comparably small finite fields. For fields of even characteristic the thesis of Wollinger [39] gives an
overview of implementations also taking into account FPGA implementations. We also refer to his
thesis for a list of what has been done so far for curves of larger genus.

With the new coordinates we tried to find a balance between the number of coordinates needed to
represent a class and the speed-up obtainable. We took the case of elliptic curves as a guideline
and use the same number of additional variables as the modified Jacobian coordinates. Note that
one can apply them with fewer additional coordinates loosing not too much efficiency.

A further possibility to choose weighted coordinates is to allow even more entries to have a finer
distinction. One notices that U and V| are divisible by Z;. Perhaps this can lead to further
savings.
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Appendix 1: Case of Even Characteristic with hy # 0

In this section we first state the algorithms to compute with the new coordinates in even character-
istic. Here, we assume hsy # 0, however, the formulae hold universally. The more special case ho = 0
is considered in the following section. Like before it is interesting to include some precomputations
in the coordinates which are updated during each iteration. In this approach we let:

2 2
Z1 = Zl,ZQ = ZQ,Zg = 21Z2.

This turns out to be useful for both additions and doublings. While the costs remain unchanged
for doublings if one additionally puts z4 = 2123 one saves 1M in the addition. Thus, here N
denotes [Uy, Uy, V1, Vo, Z1, Z2, 21, 22, 23, 24]. However, the formulae show that Z; and Z, are not
used separately. Therefore they can be left out leading again to 6 coordinates only.

As p = 2,hy # 0 we assume f3 = fo = 0,hy = 1 and include them in the table (but not in the
counting) only for the sake of completeness, f4 is left out completely. As shown in Subsection 4.2
this form can always be achieved.

For the addition we assume that both classes are in N. If one is in A the costs are given in
brackets. A dedicated algorithm for N’ 4+ A = N needs 5S, 37TM (see [21]).

Addition, even characteristic, hy # 0

Step | Expression Operations
1 | U2 = Ua1211, Uzp = Uapz11, Vo1 = Va1214, Voo = Vapz14; 6M ()
21 = 211221, Z3 = 213223;
2 | y1 =Unzo + Ust, y2 = Urpza1 + Uzo, y3 = Urn1y1 + y2211; 15, 8M
r = yoys + yiUro, Zo = 173, Zh = ZsZ4; (1S, T™)
3 1YL = Y1, 1NVY = Y3;
4 wy = Vigzag + Voo, w1 = Vi1z04 + Vo1, we = invowy, w3y = tnviwy; M (7M)

s1 = (invg + inv1z11)(wo + wi) + wa + wz(z11 + Un);
50 = wa + w3Uo;

If s; = 0 different case

5 §0 = 80Z1, S() = 5%, Zi = 8121, R = T‘Z{; 38, 10M
t=s1(y1 + Un1), Ul = w151, s1.= 8124, so = S0Z;
A =Z2 2 =77 2 =778, 2 = 2\ 2L, hy = hy2h;

6 lg = s1Ua1, lo = soUao, 11 = (50 + 1) (U20 + Ua21) + lo + lo; 3M

7 Uy = So + tU{ + yas1 + Z5(ha (S0 +t)+y122)+h1; 5M
Ul = Ui Z} + hozh + 25;

8 lo :l2+Z£§0+h2Zé—|—U{, ’LU():ZQU(/J, w1 :le{; 3M

9 Vi =wi + 2{(lh + RVa1 + Uj + ha); 5M

Vi = wo + 2 (lo + RVao) + ho2h;
total 48, 48M (48, 40M) |
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Now finally we consider doublings.

Doubling, even characteristic, hy # 0

Step | Expression Operations

1 | hy = z1hy, ho = z1ho, Vi = hy + hoUy, Vo = ho + haUp; 3S, 8M

wy = VE&, w1 = UL, wy = (h1)? + hdwy;
wsy = Zl(h1U1 + hoUp + iLo) + howy;

r = woly + Vows, Zy = 231, ZY = Zoza;

2 invy = V1, invy = ws;

3 | ws = f3zf +wi, k1 = w320 + Vihozs; 5M
ko = Uik1 +wo + z4(Vih1 + Voha + fa24);
4 wo = koinvg, w1 = k1invy; 6M

51 = (invg + inv1) (ko + k1) + wo + wi (1 4+ U1);
s0 = wo + Upwy 21;
If s1 = 0 different case

5 t = hasg + Sl(hQUl + iLl), Zi = s121, So = 8%, Zi = ZiQ, S = 802{; 3S, 8M
R = 7y7}, so = 5081, 81 = Z}s1, 2 = Zb2, 24 = Z} Zb, 2y = 2, 24;

6 lgzslUl, l():S()U(), ll = (81+80)(U1+U0)—lo—12; 3M
lo=10+S5+ hgzé;

7 Uj = So + Zht; 1M
Ui = 25 + hozs;

8 lo :lg-i-U{, W ZZQU(/), w1 ZZQU{; 2M

9 Vll = wy + Zi(h + RV1 + Ué) + Zih1; 6M
VOI = wo + Zi(lo + RVy) + Zﬁho;

| total 6S, 39M |

Different Sets of Coordinates

Using the same abbreviations as in odd characteristic, we state the costs for the operations in
different coordinate systems in Table 5. Note, that contrary to the odd characteristic case the
advantage of using the new coordinates is smaller.

Computation of Scalar Multiples

We follow the same lines as in the odd characteristic and distinguish between precomputations and
no precomputations.

No Precomputations For cheap inversions one again uses the affine system alone. If one wants
to avoid inversions and has an affine input (or can allow 11 to achieve this) we perform the doublings
as 2N = N and the addition as A+ AN = N. For non-normalized input we use the new coordinates
for doublings and as non-normalized input system if necessary.

Windowing Methods To obtain the table of precomputed values we need w — 1 doublings and
2w—l _ 1 additions. Here it is advantageous to choose either C3 = A or C3 = N

The costs of computing scalar multiples are listed in Table 8 for the most useful matches of sets of
coordinates. We use the same abbreviations as in the odd characteristic case. Again we leave out



Tanja Lange,  Formulae for Arithmetic on Genus 2 Hyperelliptic Curves

Table 5: Different Systems, Even Characteristic, ho # 0

Doubling Addition
operation ‘ costs || operation ‘ costs
N =P 6S,39M | N+P =P 4S, 51M
2P ="7P 7S,38M | N+ N =P 4S, 50M
IN =N 6S,3™ | N+P =N 4S, 50M
2P =N 7S,36M | P+ P =P 4S, 49M

N+N=N 48, 48M
P+P=N 4S, 48M
A+N =P 5S, 39M
A+P="P 4S, 39M
A+P =N 4S, 38M
A+N =N 55, 3TM
2A=A 11,55, 22M | A+ A=A | 11, 3S, 22M

Table 6: Without Precomputations, Even Characteristic, hs # 0

‘ Systems ‘ Cost ‘
2A=A, A+ A=A £/3(41, 18S, 88M)
IN =N, A+ N =N | £/3(23S, 148M)
IN =N, N+N =N | £/3(22S, 159M)

Table 7: Precomputations, Even Characteristic, hy # 0

‘ System H I S ‘ M
A 20—l pw—2 3.2 4 5w—8| 222¢ 14+ w-2)
A w 3-2¢" 1450w —8 125291 4+ 22w — 50
A 1 2utl 4 6w —10 | 51-2%~1 437w —91
P 2l L 6w — 10 | 48 -2 1 + 37w — 85

26
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Table 8: Windowing Method, Even Characteristic, ho # 0

‘Systems H 1 ‘ S ‘ M ‘
2A=A, A+ A=A [ n+0+20%]5(n+6)+32 w+2 22((n +0) + 2=0))
IN =N, A+ N =N 6(n+0)+52 w+2 37((n+9> 55
IN=N,N+N=N 6(n+0)+42-% | 37(n +0) + 4827

the costs for the initial conversions and mention that some constant number of operations can be
saved if one considers in more detail the first doubling and the final addition/doubling like in [7].
Compared to the results in odd characteristic this case is a bit more expensive. On the other hand
the arithmetic in binary fields is easier to implement and usually faster.

Appendix 2: Case of Even Characteristic with hy, =0

Obviously this case can be considered as a special case of Appendix 1 where fs cannot
assumed to be 0. However, if one restricts the algorithms to this still very frequent case
one can save some operations. Like before we suggest to enlarge the set of coordinates by
z21 = Z12,z2 = 222,23 = Z1Zy, 24 = Z%ZQ. To save space we can again discard Z1, Zo. In this case
we can assume ho = fy = f3 = 0. In the following tables the multiplications by h; are still counted
even though h; is small with large probability.

Addition, even characteristic, hy = 0

Step | Expression Operations
1 Us1 = Ua1211, Uzg = U211, Vo1 = Va1214, Voo = Vopz14; 6M (-)
Zy = 211201, £3 = 213%23;
2 | y1 =Unz + Va1, y2 = Urozar + Uso, y3 = Ui + y2211; 25, OM
T = Y2U3 + y%Ulg, ZQ = ’I“Zg7 Zé = ZQZl, ZQ = 222, ZQ = Zng; (28, SM)
3 U] = Y1, 1NVy = Y3;
4 wy = Vigzag + Voo, w1 = Vi12z04 + Vo1, we = tnvowy, w3y = tnviwy; 8M (7M)

s1 = (invg + inviz11) (wo + w1 ) + wa + w3(z11 + Ur1);
50 = wa + w3Uip;
If sy = 0 different case

b Sl—Sl, Zl_lel, R—TZl, SO—SOZ]_, S = S()Zl, S()—SO, 437 IM
=P, b= 7R, 2 =Z7b, 2l = A2, by = hiz, s1 = 512}, so = 50Z);

6 lg = 51Us1, lo = soUazo, 11 = (so + s1)(Uzo + Ua1) + l2 + lo; 3M
lo =1+ S;

7 | U =80+ y1(S1(y1 + Ua1) + Z2) + yas1 + ha; 4M
Ul = y151 + 25;

8 lgzlg—i-U{, UJOZZQU(/), w1 ZZQU{; 2M

9 \G/:wl—l—zi(ll—i—RVm—i—U{)—i-hl); 5M
V{ = wo + 2, (lo + RVag) + 24ho;

total 6S, 46M (6S, 38M) |

The numbers in brackets apply if one of the input variables is affine. An algorithm dedicated to
that case needs only 6S, 36M.
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Table 9: Different Systems, Even Characteristic, hy = 0

Doubling Addition
operation ‘ costs || operation ‘ costs
2N =P 6S,3™ || N+ P =P 4S, 51M
2P="P 7S,36M | N+ N =P 6S, 48M
2N =N 6S,35M || N +P =N 48, 49M
2P =N 75,34M | P+P =P 45, 49M

N+N=N 6S, 46M
P+P=N 48, 47TM
A+P="7P 4S, 39M
A+N =P 6S, 38M
A+P=N 4S, 38M
A+ N =N 6S, 36M
2A=A 1I, 55, 22M | A+ A=A | 11, 3S, 22M

Doubling, even characteristic, ho =0

Step | Expression Operations
1 w1 = hUy + hgz1, r = howy + h%Uo, Zo =T2zy4, Zé = Zozy4; 1S, 6M
2 invy = hq, thvy = wr;

3 Jwo=VE, wi =Uf, k1 = zo(fa2] + w1); 28, 5M
ko = Uik + wo + Z4(f224 + V1h1);
4 wy = kginvg, w1 = k1invy; 6M

S1 = (inUo + invl)(ko + k‘l) + wo + w1(1 + Ul);
so = wo + Upw121;

If s = 0 different case

5 Zi = S51%1, S() = 8(2), S = S()Zi, R= ZQZ{; 3S, 8SM
2= 2R =247, 2 = 27, o =

/ /.
50 = 5051, 51 = Z151, h1 = h123;

6 lo = s1U1, lo = soUo, 11 = (51 + 30) (U1 + Up) + lo + l2; 3M
lo =154 S5,
7 U(/]:S()—i-hl, U{:Zé;
8 lo :lg—i-U{, W ZZQU(/), w1 ZZQU{; 2M
9 Vl/zwl—i-zi(h-i-RVl—i-Ué—i-hl); 5M
Vo = wo + 21 (lo + RVo + 25ho);
| total 6S, 35M |

Different Sets of Coordinates

Finally, we state the number of operations in the case of even characteristic and with he = 0 in
Table 9.

Computation of Scalar Multiples

Table 9 reveals that for this case additions involving N are less expensive than those involving P.
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Table 10: Without Precomputations, Even Characteristic, ho =0

‘ Systems ‘ Cost ‘
2A=A, A+ A=A | {/3(41, 18S, 88M)
2N =N, A+ N =N | {/3(24S, 141M)
2N =N, N+N =N | {/3(24S, 151M)

Table 11: Precomputations, Even Characteristic, ho = 0

‘ System H I ‘ S ‘ M ‘
A 20l -2 3. 2071 45w -8 ] 222¢ 71 +w-—2)
A w 32071 45w —8 ] 25-2%71 + 22w — 50
A 1 6(2°~ 1 +w—2) [ 49-2%~1 + 35w — 87
N 621 +w —2) | 46-2¥"1 + 35w — 81

No Precomputations For cheap inversions one again uses the affine system alone. If one wants
to avoid inversions and has an affine input (or can allow 1I to achieve this) we do the same as in
the general case and perform the doublings as 2N = N and the addition as A + N = N. For
non-normalized input we here suggest to use C; = Co =C3 = N.

Windowing Methods To obtain the table of precomputed values we need w — 1 doublings and
2w=l _ 1 additions. Here we choose either C3 = A or C3 = N
Table 12 states the number of operations for the most useful matches of sets of coordinates.

Appendix 3: Koblitz curves

Koblitz curves, also called subfield curves, are curves defined over a comparably small field which
are then considered over a large extension field. To compute scalar multiples one can make use of
the Frobenius endomorphism (see [18]). Furthermore, as the coefficients of the curve come from
the small field, the individual additions and doublings get cheaper as multiplications by h; and f;
are for free. While for odd characteristic the savings are obvious and not too significant we have
the following Table 13 for even characteristic.

Table 12: Windowing Method, Even Characteristic, ho =0

‘Systems H I ‘ S ‘ M ‘
2A=A A+A=A |n+0+25]5(n+6)+325 | 22((n+6) + 2=5)
N =N, A+ N =N 6((n+6)+25) | 35(n+6)+362=5
IN=N,N+N=N 6((n+60)+220) | 35(n+0) + 4625
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Table 13: Precomputations, Even Characteristic, ho = 0

Doubling Addition

operation costs operation costs
hy #0 | hy =0 hy #0 | hy =0
N =P 6S, 3bM 55, 20M | N +P =P 4S, 48M 4S, 48M
2P =P 6S, 35M 6S,32M | N+ N =P 4S, 48M 4S, 46M
IN =N 5S, 34M 55,2TM | P+P =P 4S, 46M 4S, 46M
2P =N 6S, 33M 6S,30M | N +P =N 48, 46M 48, 46M
N4+N=N 4S, 46M 6S, 44M
P+P=N 4S, 44M 6S, 44M
A+N =P 55, 3TM 48, 36M
A+P =P 48, 36M 48, 36M
A+N =N 5S, 35M 4S, 34M
A+P =N 4S, 35M 4S, 34M
2A=A 11, 5S, 20M | 11, 5S, 17M || A+ A=A | 11, 3S, 21M | 11, 3S, 21M
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