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The Opponents
B -

Yo on

g=2

(... already after some transformations ...)
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Elliptic strikes back
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To face the challenge, to take the
competition to a completely new level

3
\=x+ax+h
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... elliptic has to reconsider its form . ..
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... has to abstract from its Welerstrass formn

- -
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| N

... has to undergo severe isomorphic
transformations ...

|
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.untl it finds ...
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... lts true....
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... hormal form!




Elliptic goes undercover

| N

# Harold M. Edwards Jr., Bulletin of the AMS, electronic
April 9, 2007

P+ = (1 +2%2),d° £ a

describes an elliptic curve.

# Edwards shows that generically every elliptic curve can
be written in this form — over some extension field.

# Euler and Gauss (and this is basically the only mention
of this form that Edwards and we could dig out) show
that

22 4y =1 — a2

IS elliptic. To transform this curve we need /—1 in the

 field.
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.
# Neutral element s (0, ¢), this is an affine point!

® —(zp,yp) = (—Tp,yp).

o Pi(— < TPYQ + YprPrQ YPYQ — ITpIQ )
C(l + CZ:IZJDZIZQypr)7 C(l — diUPfUQyPyQ)
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.
# Neutral element s (0, ¢), this is an affine point!

® —(zp,yp) = (—Tp,yp).

o Pi(— ( TPYQ + YprPrQ YPYQ — ITpIQ )
C(l + d:Up:CQypr)j C(l — dZCPfUQyPyQ)

rpyp + yprp Ypyp — TpIp
o 2|P = ( : ) .
c(1+ dxprpypyp) c(l —dxprpypyp)
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.

# Neutral element s (0, ¢), this is an affine point!

® —(zp,yp) = (—Tp,yp).

o PLO— ( TpYQ + YPTQ | YPYQ — TPIQ ) |
c(1+drprouryg) c(l —dxproypryg)
B TpYyp +yprp Yypyp — TpIp
® 2|P = TR .
c(1+dxprpypyp) c(l — dvprpypyp)

# Unified group operations!
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.

# Neutral element s (0, ¢), this is an affine point!
® —(zp,yp) = (—zp,yp).
o P+O~— ( TPYQ T YPTQ  YPYQ ~ TPTQ )
c(1+drprouryg) c(l —dxproypryg)
A = Zp-Zg B=A* C=Xp-Xg; D=Yp-Yp;
E d-C-D; F=B—-FE:G=B+ FE;
Xpag A-F-((Xp+Yp) (Xo+Yg)—C—D);
YP@Q = AG(D—C), ZP@Q:C'F°G.
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Edwards coordinates

flntroduce further parameter and relabel T
2+ y? = A1+ de*y?), ¢,d #0,dc* # 1.

# Neutral element s (0, ¢), this is an affine point!
® —(xzp,yp) = (—zp,yp).

o PLO— ( TpyQ + yprQ __ypyq —wpiQ )
c(1+drprouryg) c(l —dxproypryg)
A = Zp-Zg B=A* C=Xp-Xg; D=Yp-Yp;
E d-C-D; F=B—-FE:G=B+ FE;
Xpaog A-F-((Xp+Yp) (Xq+Yq) —C—D);
Yrag = A-G-(D—-C); Zpgg =c-F-G.
LNeeds 10M + 1S + 1C + 1D + 7A. At least one of ¢, d smaII.J

D. J. Bernstein & T. Lange http://cr.yp.to/newelliptic -p.12




Fastest unified addition-or-doubling formul:

f System Cost of unified addition-or-doubling T
Projective 11M+6S+1D; see Brier/Joye '03
Jacobian if ay = —1 | 13M+3S; see Brier/Joye '02
Jacobi intersection | 13M+2S+1D; see Liardet/Smart '01
Jacobi quartic 10M+3S+3D; see Billet/Joye 01
Hessian 12M; see Joye/Quisquater '01
Edwards (c = 1) 10M+1S+1D

# Exactly the same formulae for doubling (no
re-arrangement like in Hessian; no if-else)

# No exceptional cases if d is not a square. Formulae
correct for all affine inputs (incl. (0, ¢), —P).

o Caveat: Edwards curves have points of order 4, namely
L (£c,0). J
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But walit — there’s more!
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How about non-unified doubling?

| N

9P — ( rpyp + yprp YpYyp — TpIrp )
c(1+ dxpxpypyp) c(1 —dzprpypyp)

_ ( 2xpyp yh — 19 )
c(1+d(zpyp)*) c(1 —d(zpyp)?)
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How about non-unified doubling?

| N

9P — ( Tpyp + yYyprTp YpYyp — TpIp )
c(1 4+ deprpypyp) c(1 — drprpypyp)
_ ( 2z pyp yp — T )
c(1+d(xzpyp)?) c(1 —d(zpyp)?)
_ ( 2cxpyp c(yb — %) )
(1 +d(xpyp)?) 22— (1 +d(zpyp)?))

Use curve equation 22 + y? = c2(1 + dz?y?).
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How about non-unified doubling?

| N

P = ( TpYp + yprp YPYp — TpPLp )
1+ da:paspypyp) (1 — d:r;pa:pypyp)

2rpyp yp — 55%3 )
1+ d(zpyp)?) c(1 —d(zpyp)?)

(w

CT c(y% — x*
( 2cxpyp (yp ) )
(5

(1 +d(zpyp)?) (2 — (1 +d(zpyp)?))

2cx pyp yp — .CEP) )
xP+yP 2c2 :L'P—I—yp)
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How about non-unified doubling?

| N

9P — ( Tpyp + yYyprTp YpYyp — TpIp )
c(1 4+ deprpypyp) c(1 — drprpypyp)
_ ( 2z pyp yp — T )
c(1+d(xzpyp)?) c(1 —d(zpyp)?)
_ ( 2cxpyp c(yb — %) )
(1 +d(xpyp)?) 22— (1 +d(zpyp)?))

_ ( 2cx pyp c(yl% — .CE%D) )
x% + y%’ 2c¢2 — (x%g + y%g)

Inversion-free version needs 3M + 4S + 3C + 6A.
Can always choose ¢ = 1!
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Fastest doubling formulae

f System Cost of doubling T
Projective 5M+6S+1D;
Hessian 6M+3S; see Joye/Quisquater '01
Jacobi quartic 1M+9S+1D; see Billet/Joye '01
Jacobian 1M+8S+1D;

Jacobian if a4 = —3 | 3M+5S; see DJB '01

Jacobi intersection | 3M+4S; see Liardet/Smart '01
Edwards (¢ = 1) 3M+4S

# Edwards ADD takes 10M+1S+1D, mixed 9M+1S+1D.
# Edwards faster than Jacobian in DBL & ADD.

# Edwards coordinates allow to use windowing methods

L.o Montgomery takes 5M+4S+1D per bit. J
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But walit — there’s more!
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http://cr.yp.to/newelliptic
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